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COMPARISO. OF CERTAI. US AuD UK SECURITY PRACTICES

l. The US-UK Security Agrecment provides, in brief, that both
countries will afrford substantially the seme degree of protection %o
classified inform tion as that given by -the criginator. tating this
in even simpler terms i% means that both the US and the UK shall provide
like standards of safeguarding- storage, “ransmission, acee 53, eto -

Vo the different categories of clagsified information. This principle
is embodied in the joint agrecment CCS 210/L.

2e¢ The security regulations of the British military services, like
those of the United States, stem from one common source, and therefore
presumably are the same except for features necessitated by the peculiar-
ities of the individual services. The U.S. Air Force, during its LAix
Standardization program has noted several major differences in the under-
lving concepts of UK security practicos. Although these differences were
embodied in the reguletions of the Royal Air Foroe they must, of necessity,
exist in the Lritish Army and Royal Javy as well. It is felt expediént
at this time, in view of our forthcoming meeting in London, to draw the
attention of our committee to these basic differences for the purpose
of possibly drawing the standards of {the two countries closer togetﬁer.

%+ Restricted Matter.

8. The RAF defines Restricted matier as follows:- "Restricted

documents, information, and materieal are such - other than Top Secret,

GORFIDEN
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Secret and Confidential - as should not Le published or communicated to

0

&nvone, except for official purposes."

be The USAF (US) defines Restricted motier ag:= "Informotion
and material (matter) which requires securily protection other than +hat

determined to be Top Secret, Secret or Confidentinl, will te classified

Restricted."
Co ‘The differences beiween +he se definitions 45 a fundamental
one. The US requires seccurity protection for Restricted matter os it

does for other classificd matter, although in & different cegreecs Under
@ legalistic distinction is illustreted by the fact thet the RAF security
regulation providos specific measures for the storafe of Top Secret,
Secret and Confidential natier, but mekes no mention whutscever of the
storage of Restrictod matter.

de These divergent standerds, from o US point of wview, result
in over-grading on the part of the UK, inadequate pirotection of US Re-
stricted matter in the hands of the UK, and probably the release by the
UK of higher classified (though undoubtedly identical) matter to foreign
countries than is the practice of the US. Foreign countries may construe
this as greater leniency or closer agreement by the British than on the
part of the 1US.

Ly Storapge Standards.

a. lormel safeguerds im the US provide for storing Top Secret

matter in steel safe or container having & threo-position dial=-type

combination lock; Secret and Confidential in the seme type of container

as presoribed for Top Seoret or in a steol file cabinet secured by a

2
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steel bar and three-position combination dial-type padlock; and Restricted

matter in a secure manner as shall be determined by the comnmanding officey

of the 1nstalletion concerqede.

be. The normal RAF requirements are that Top Secret and Secret

docunents be stored in a steel safe, chest or cupboard under lock and koy.

It is further provided that:- "In vartime in %he ficld, Secret document s,

but not Top Secret documents, may be kept In sccure wooden containers,

provided that steel containors are not procurable and that, oversoss,

proper precautions are taken to protect containers end documents from the

attacks of insect pests which may render the containcrs insecure or destroy

the documents. Proper precautions are also Lo be talten apeinst rats.
Confidential dccuments when not in use eare to be kept locked up.--="
(RAF-Air Publication 3086, "Sccurity of Personnel, O0fficial Documents, In-
formation &and Nateriel," 2nd Edition, Cct 19L9, Chapter 3, Parapgraph 24.)

co The storage requirements cited verbatim above indicate that
insufficient stress is placed on security protection, i.c., safeguarding
against unauthorized access. The US does not Yelieve locks and keys
provide proper protection at best. When this method is used without
periodic changing of locks, 1t becomes positively inadequatc. l

5« Personnel Security Investigations and Clearances.

a. The Secretary of Defense has laid down certain minimum
standards for the investigation and cleafance of military personnsl,
civilian emplovees and contractor personnel. In the Alxr Force these
standards are embodied in Air Force Regulations 2056, 205=17 and 205-18.
They are substantially the same, howevor in all three military services.

b. The RAF oriteria for bhe security investigation and clearance

3 .
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of their personnel, while much simpler than ours, are likewige much leas

thoroughe. For example, there ig only one type of clearance in the RAF,

equally applicable to military personnel, civilian employees of the RAF

and employees of RAF contractors. Although the British are very gensitive

a@hout their repulations concerning this matter and rone have been seen in

print, it is believed that all branches of tne Uritish government clear thaiy
Personnel in substantially the same manner as the RAF, ce shown bolowe
(1) The subject fills out a comparatively short queatione
naire, minug fingesprints, end is not told of its
Purposo.
(2) Tho RAF forwards this card %o ¥I«5 with the request
for an investipation and clearances
(3) ¥I-5 checks the subject asaingt its own files and
requosts the locel police at ;ubject's pleces of
residence te do likewiso.
(L) Based on the facts disclosed in (2) above, ¥I-5 grants
or denieg a cecurity oleardnce and notifies the ree
questing agency of its decision. Except in vory raré
instances, no chccks are made of former places of
employment, neighbors, or credit firmse
(5) When MI-5 grants & clecarance it means that the subjeot is
cleared to receive all categories of classified mattere
ce Sinoe 211 RAF off'icers are giveﬁ this type of investigation
prior to commissioning it meané that all ere cleared to receivo tho
highest grade of classified matitere Thls makes the case by which they

spongor and vouch for their officers all the more understandadble. It is

COMFwNTIAL
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understood that their airmen are not so cleared upon enlistment but only

as the need arises,based on their dutiese.

de The Bri%igh state that their investigative criteria are

sufficient because of their inherent patriotism, the relatively emall

area of the United Kingdom and the fact +hat tho British people, on the
whole, %tend to stay in one place. Recont evente involving the disloyaliy
of gome of their highly placed soientists dispute their assurpticns,
6. The alov

e observations on Britigh security preclices are by no

means all that have been noted, but they eprear %o be the most basic,

those that aflfoct the US the most, and those which seelm Lo be the most

epplicable %o adjustment and reconciliation with the stenderdg of the US.

It is felt trat the coming meeting of %he State-Defeonsc Pilitary Infor-

mation Control Committeo, in which %he camponent US gcrvices will meot

with their British "opposite members' will provide & convenient end

appropriate forum to discuss Shese differeonces, and it is so recommended o

) 5 ‘
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RESEARCH AND DEVELOPIENT BOARD
Washington 26, D, C,

iles

2L, January 1951
MEMORANDUM FOR EXECUTIVE DIRECTORS, RDB COLL.ITTIES

Subject:  Proposed Reorientation of the Board Toward its Mission

Attached: Draft 5, Memorandun to Committee Chairmen, Subject:
"Orientation of RDB to Meet Curront Situation" (23 Jan 51)

1. At a recent staff meetin~ I outlined to vou the efforts
being made to revise the general anpproach of the Board to its
responsibilities by law and directive. Attached is the latest
draft of a memorandum to Committee Chnirmen setting forth that

revision and providing a new sot of "sailing orders" for the in-
definite futuro,

¢+ These "sailing orders" are peculiarly the concorn of
Mr. Webster and the Board membors in deciding what they will ask
of their committues. However, as we havc anproached agroement on
content, discussion of the proposed memorandun has bccome more
widespreoad, I thercfore want you to have the latost draft so that
you will know authoritatively what is in the documcnt that is now
beforo the Board. Your commonts will of course be welcome, although
it will probably be impossiblo to follow all of them.

3. IIr. Webstor hones to obtain Board anproval of a final
draft of thc nronoscd memorandum at a special mecting this wock,

¥ = ) ~ -
(it (i/” (zaﬁﬂfﬁtLHfl

ERIC A. WALKER
Exccutive Sceretary

———
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ATR VEHICLES DIVISION

ADVISORY COUNCIL ON ATR VEHICLES

Advisory Group on Piloted Aircraft

Ficld of Intcrest:

A1l types of complete piloted aircraft including modifications
which significantly affect their configuration or characteristiocse

Advisory Group on Guided Missiles

Field of Intereost:

All uninhabited vehicles moving above the earth's surfaco, the
trajectory of wvhich is influenced by a mechanism within the vehicle.,

Advisory Group on Propulsive Systems

Field of Interest:
All forms of motive power adaptable to self propelled air vehicles,
including rociprocating, turbo-prop, turbo-jet, pulse-jot, ram-jot,

rocket, ctc., cngines,

Alvisory Group oa Air Vchicle Equipment

Ficld of Interecst:
That equipment uniquely associated with airoraft and guided missiles.

Advisory Group on hQSSOEM:m,pzm Handling

Ficld of Interest:
Equipment and techniques necessary for ground, ship, and =2ir
launching of air vehicles and their handling, including porsonnecl
safetye :

Advisory Group on Tcst Range Procedures and Instrumentati on

Ficld of Intcrest:
Equipment and techniques requircd by test ranges for completely

testing guided missiles and for reduction of tho data obtained
into a readily usable form,

CONFIDENTIAL
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RESEARCH AND DEVELOPMENT BOARD ‘
WASHINGTON 25, D. C.

Log No. 36682

Copy No. [

31 May 1950

MEJORANDUM FOR THE EXECUTIVE SECRETARY, RDB

SUBJECT: Assignment of Responsibility for Supporting Research in the

Field of Guided Missiles
REFERENCE: RDB 226/9, Item 2, Agenda to 31st Board Meeting, "Assignment

of Responsibility for Research and Development
in the Field of Guided Missiles

_ 1. 1In considering RDB 226/9 at its 31st Meeting, the Board
instructed the Committee on Guided Missiles to submit recommendations

concerning assignment of responsibility for supporting research not covered

by either JCS papers or the committee paper, Gi 36/159, for consideration
of the Board at its next meeting.

2. The Committee on Guided Missiles, at its 25th meeting, on 19 lay:

2.1 Noted the instructions of the Board concerning the subject
assignment of responsibility;

2.2 Instructed the Committee members to submit to the Exec.
Dir. written comments considered pertinent to the problem;

2.3 Instructed the Guided Missiles Secretariat to undertake
the preparation of a study to form a basis for Committee
action at its 26th meeting on 12 June 1950, if practicable;

2.4 Noted that the magnitude of the task is such that final

action by the Committee at its 26th meeting may not be pos-
sible, but that action will be completed by the earliest
practicable date.

“his docuwuent econtains information affecting

26 uetional ¢ ‘suse of”the Uniend States withio _‘Q—Q‘M" S‘

<6 meouins - .3 Dsplonage [aws, Title 1%, FRED A. DARWIN
o S Coy S .ons 793 and 79 “he Trans-.i.3 0> Executive Director
rt.e revelation of its contewts in any L. - Committee on Guided Missiles

0 &an unauthorized person is prohibited by luaw.

cc: @IC distribution . *

Gl 36/170
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RESEARCH AND DEVELOPMENT BOA Cy No. /

WASHINGTON 25, D. C.

Stares of Ny 5 Deceubecr 1ud0

Ii04ANDUL I'OR: Dr. VWalker

SUBJECT: Report on State-Delense liccting in London
Octover 2-9, 1uo0

Suppleienting my oral discussion with you of these ieetings k.

the rollowing rcport is submitted ior the rile. At the request d
of lLir. Richardsoan I also append some observutions coacerning the b
need, il eny, for an l.D..0. bronch ofiice in Loindon. i
b -

I. Day-by-day resumc ol the ¢iscussions. 3

The Amcrican teaa rcached London pny various ricans of Ttrons-
portation, and all members wvere on hand by 28 Septembor. Lhe ‘
scnedule oi mectings and subjects diccussed [ollows:

vriday, Scptember 29 - (2-5:45 Peli.)

Afternoon meeting by US team with representatives of Joint
American lillitary Assistance Group (JALAG) in attendancc, headed
by Colonel icll, assistunt to Geunoral Libler, chief of JAlAG.

(1) JALAG peoplc discussed the aeced ior theu to have
authority to rclease military choeracteristics, classificd up to
Coufidential, to mebers oi the regional planning couriittees of
the North Atlantic "reaty Orymization (WAL0). Lhese frequently
ask US opinion as an 2id to thelr own projected taiinking in
various rields. Under the existing policy it is permissivle to
relcase to NATO countries information classificd through Top
Secret, provided it pcrteins to the acliicvenient of NATO objectives,
and concerns ilew equipment virich nas reached the enincering test
(pilot model) stase of devclopwent. This limitation excludes

militery characteristicse.

(2) JALIAG also necds to lmow the substance of Pcatagon
briefiings of IHATO representatives so that 1t can disclosc the
same itoms of discussion, at the working level, to the NATO
people stationed in London.

(3) Trom a standpoint ol Weredlt where credit is due®, JALAG
expressed a desire to know what US material had bcen agreed to by
the US as disclosable by UK to the Commonwealth countries under the
provisions of Documcnt C of the Durns Templar talks. This is in
order that they could talk intelligently about these matters with

conmionwealth country representatives, if the subject-matter

MINISTRY OF DEFENCE, S.W.1. . }
. _ - | (
28TH SOPTEMBER, 1950 N !

SECRET = 'n
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should arise. (Docuwicnt C pﬁovidos that with respect Lo spceific
projects asrood to by tho UL and tho US, the UK may at its dis-
eretion includo in UK truining publications and instructions for
issue to tho Commonwoalth nations US military ianfor.ation classl-
fioed socret or loweor, oxclusive of r and d information and
intollizence infomiction). ' ‘

SRS -

B

- i

(4) Driofl discussion was had with respect to the UK policy
on disclosure to US, coples of which had been iurnished to the
US team. It was noted that said policy rcquircs the granting of
US requests "whencver possible"; "an exception chould be made only
if the collecting of tne information would be excegsively
laborious, or if tiorc was some other very special reason'.

SIS TR

It was svgrmested that this docwient be discussed with the UK
toam, althou-h it wes not lelt that the ambisuous lansuege quotea

coastituted sny rcal bar to rluid excnango by UK. The geaoral
Ii attitude, it was selt, parallels the US actitude. b

ror cxomple, Air lorce reiused a visit, clecrance %o a UK
o.ficer wio was about to rctire and go to wor:i Ior a compctitor
of tlleo sirm vwilch e syu b ©O vislt.

srative denizl would be one waich comprised request
a plece ol equipment.

Fy 0

e —

5 noted that the UK siaould be asked avout dis-
closures of US information to Canada, thic for the reeson that
sucsa disclosurcs chiefly had tue cifcct of increasing the nuber
of copies recquested by UK of.  US, where in ract US itself was dis-
closing them to Crcnada. . 5

Y i
N
Y+l
ot
&
5]

AT T O

Soturday, Scplomber 30 - (10:45 AM-12:45 Pi7) - :
’ |
(1) Discussion of NATO probdlems continucd. Major factor
mentioned wes the fact that UK is a2 member of all thne NATO
Regional Planning Crouns, with the exception of Ehe USTGanaalan
croupe. Henece UK tends to act as proker for the NATO disclosures.
The State Lepsrtment and Scrvices agreed to scelk UK consent to a
srocedure that rovresented a compromise between credit wnere
credit is due, and an uandesirable crowding of the fact of US
-cnerosity down NATO throats. This medium approach was later
arranced with the UK, by an agrecment that the 1§tters of Frans-
s~=Rik el scnt by UK to HATO countries would mention fact that the
mzterial contained US-origin material that US had.oonsgnteg.to
disclose. It would avoid wrapolng the documents in reu, wihite

and blue.

eae na i

(2) The team‘exémined various UK position papers that had been
received; and reviewed the relevant US poslitions on the various
points covered.. S R 2 saebEs b

T =Rulnf |
o CRECRET -
" MINISTRY OF DEFENCE, S.W.1. ;
28TH SCPTEMBER, 1950 : ) ‘ _
' ‘ ) "
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saxurrunoes having been oLlsilind, the Centrsl lutelliymce iicney
shall:

- B Cocrdinate s collseblon of sl inteliismso
informetion relsted to forelan selemtilio ook en%m-
mahe and polontialities alfscllsg e nallongl sevsiive
(esstaed: This will not operabe to provend divecs ovnlact
Lebweans 103 selentlints e oline selsnilete $m vonnooilon
with mubters of mutusl inioroste)

e scocypllsl the corvolotion, ewidiasion, &nd apprepriste
dissenluntion within Liw Sovommsat of 3 resultlng Sobellie
pBIoe |

S0 Supervise and coutvel the flow of Intellipwwe sslerial
between tho Nescareh and ‘wvelopment ioard sl the dops-lsonts
&l gther gpencion ei' the UovemmEsnte | -
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ad H‘E E 5 f"—co“'"'l trapoved Lo DRARE .28 Marv47
D ¢ Ay Wi : T e
to Agenda of 23 - 24 Megtingeﬁ davelapmant
nhan . Lenod Lo Sne BT 4 ; 1
egnlt therelrom, O
and the 1 INTELLIGENCE' RELATIONSHIP OF CIG WITH JRDB
caanisiont A7 1% beaw daaflesl sdvanes lo e siofnie rield
' £ e o1 the srisntific frebors in all r'ialds
Memorandum for- The National Intelligence. Agencyins’ 038 R 5 B
L din e PreswYn ¢
sl glrenili w1l be of no signle
LAY » o ‘ T B , Vil Ak
Ly

The Charter of the Joint ‘Research .and Development: i~

flann

Board charges it with "coordination of all research and
¢ vn

Qical m

development activities of )oint 1ntepest 4o the" War- ‘and. Navy '
DeP&ftments so Lhat the Var and ngy Departments: wille ragerled
esgablish‘and carry out 8, strgng’tugifiqd interrated and '*el-
complete rcseapch and developmen; programp,inithe fieldvof® umendsd

. ol asn wamiaanated TRas
Tt la fuprther reguesbe

national defense" ‘ 1 o ; tad thab thia
2. No assessment of the completeqess orystrength ‘ofio’

the research and development programs of the Services can

«-\‘ \

n
O

has been made between the state of advence. .ofn »weaponst developLv

WES -

ment in this country and that of our potential enemies.
3:' The studies that the Board has made toward evolving

the best method of discharging its responsibilities indicate

that the comparison mentioned above will be most difficult of

accomplishment becuase of the lack of a central source of the

necessary sclentiflc information, _In making such a comparison,

L
Annex "g'

ANNEX "C"
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DRAFT

4e It is recognized that the deficiency in factual information on
current technical progress in Russia is extrouely difficult to correct.
But we arc not convinced that cverything possible is being done to
stimulatc the flow of such information. In our view, insufficient
emphasis and skill has bcen placed on the covert collcction of tcchnical
information. Becausc this deficiency is very grave, and bccause it has
considerable bearing on our ability to wage a war successfully, it
appears that a morc effective approach to the collcction of such intelli-
gence should be deviscd by the Central Intelligence dgency and remedial
action taken.

5. In sumary, this memorendum subirits two intelligence nattcrs
for your consideration and possiblc submission to the National Sceurity
Council for information and appropriate action:

2. The official intelligencc cstimates of Russian
. technical capabilitics are not based on
sufficient up-to-date factual informction to
bec reliable for planning purposcs.

b. Currcnt practices for the collection of foreign
scientific and technical information should be
reviecwed by the CIa with a view to immediate
improvcuent.

- R. F. RINEHART
acting Chairman

SECRET
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KESEARCH AND DEVELOPLENT BOARD _
Washington 25, D, C, Log No. 35002

DFAFT Copy

EC 47/5.1
WELORANDUL FOR THE SECRET.RY OF DEFENSE

SUBJECT: Scientific and Technical Intelligence.

1., The kesearch and Development Board recognizes that reliable,
up-to-date information on hussian technical progress is an cssential
prerequisite for planning an economical, well-balanced military research
and development program. The available intelligence estimatos arc not
sufficiently reliable for this purposc.

2. The inteclligence agencics have been unable to collcct factual
inforration on kussian post-war nmilitary research and developnent,
Consequently, the official intelligence estimates arc largely conjccture
based on extrapolations of Gerran and s~llied contributions to Russian
knowledge, giving considerable weight to our oim rate of progress in
comparable fields. Four years lave now clapsed since the wartine
technical developrents of other nations were made available to Hussia.
Further extrapolation, unsupported by reliable factual information on
current technical progress in Kussia, is susccptible of serious crror.

3. 4n crror of this kind occurrcd in our cstimates of Iussian
atomic energy capabilities. These cstimates were prceparcd by the Joint
Nuclear Encrgy Intelligence Committee (Cla, «EC, irmy, Navy, and air
Force representatives) and were the only official estimates available
as of the date of the kussian atomic explosion. They werc bascd largely
on our own atomic cnergy cxpericnce translatcd in terms of assuncd
Russian capabilities. It is therefore not surprising that the kussian
atomic bomb cxplosion occurred onc year prior to the "carlicst possible
date" and four years prior to the "most probablc date" predicted in
these official cstimates.

- SECRET
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Agenda, 125 lleeting

Scientific and Technical Intelligence.

EC 47/5.1,Draft .emorandum for the Secretary of Defense
from the Acting Chairmen, RDB, subject above

1. The attached memorandum, prepared for the signature of theActing
Chairman, iDB, and addressed to the Secretary of Defense, calls
attention to the serious deficiency in scientific and technical intelli-
gence, from the standpoint of KDB needs.

2. While no specific suggestions are included as ‘to how this
deficiency can be remedied, the memorandum will serve a useful function
in the following respects:

de

It records iDB's continuing dissatisfaction with the
intelligence currently received, and discharges KDB's
responsibility to uake this serious deficiency known,
both to the Secretary and to the National Security
Council,

It will serve to stinmulate CIa action in strengthening
collection of scientific and technical information.
The specific method by which this can bte done is an
intelligence problem and not within RDB's competence
to deternine.

3. It is recomrended that:

The Executive Council approve attached draft menorandunm, EC 47/5.1
for trensmittal to the Sccretary of Defensec.
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IC 47/6 Agenda, 125th Meeting
Item 84 Exchange of IOB Information with England and Canada.
Attached RD3 49/6, Draft m@ndrandum for the Secretary of Defense

froa Chaimman, HUB, w/three enclosures, subject "Transmittal
of the RD2 "Consolidated Technical Estimates" to England
and Canada

1. The attached memorandwa, prepared for the signaturc of the
Chairman, ©DB, and addresscd to the Secretary of Defensc¢, again
raises the question of how exchange of KDB docurents with England
and Canada can be expedited. This uemorandum calls attention to the
present difficulties, as typcfied by the transmittal of the FDB
"Consolidated Technical Estimates, 1948", It encloses a draft iemo-
randun to the three Departuents, to be signed by the Sccrctary of
Defense, which clarifies the policy of the Department of Defense
with respect to exchange of tcechnical informetion with England and
Canada. The draft :aemorandum rcaffirms the liberal exchangc policy
announced by Scerctary Forrestal, giving particular attention to the
DB problen.,

2. It is reco.nended that:

a. The udlitary Sccretarics on the Council subnit
cormients on RDR 49/6and cnclosurcs, after dis- i
cussion with their respective departments. '

b. The corments of all members of the Exccutivoe \ﬁP
Council be made available to the Prograns
Division with a view to revision of the attached
draft memorandum, RDD 49/6.
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