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COMPARISO.w OF CFERTAI« US AxD UK SECURITY PRACTICES

l. Tho US-UK Security Agreement provides, in brief, that both

countries will afford substantially the seme dagree of protection to

classified informtion as that Riven by the criginatoy. tating this

in even simpler terms it means that both the US and the UK shall provide

like standards of safoguarding- storage, transmission, access, eto ~

to the different cate2pories of classified information. This principle

is embodied in the joint agreement CCS 210/h.

2e The security regulations of the British military services, like

those of the United States, stem from one common source, and therefore

presumably are the same except for features necessitated by the peculiar-

ities of the individual services. The U.S. Air Force, during its Air

Standardization program has noted several major differences in the under-

lying concepts of UK security practicose Although these differences were

embodied in the reguletions of the Royal Air Foroe they must, of necessity,

exist in the fritish Army and Royal iavy as well. It is felt expedient

at this time, in view of our forthcoming meeting in London, to draw the

attention of our committee to these basic differences for the purpose

of possibly drawing the standards of the two countries closer together.

3- Restricted Matter.

ae The RAF defines Restricted matticr as follows:- "Restricted

documents, information, and material are such ~ other than Top Secret,
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Secret and Confidential - as should not be published or communicated to

anvone, except for official purposes."

be The USAF (US) defines Restricted matter as:- "Information

and material (matter) which requires security protection other than that

determined to be Top Secret, Secret or Vonfidentinl, will te classified

Restricted."

Ce ‘the differences between these GeVinitions is a fundamental

onee The US requires security protection for Restrictod matter os i¢

does for other classificd matter, although in @ different Gerreee Under

the RAF definition no socurity protection is required. That this is ot

® legalistic distinction is illustrated by the fact that the RAP security

regulation provides specific measures for the storace of Top Secret,

Secret and Confidential matter, but mekes no mention whatsoever of the

storage of Restrictod matter.

deo These divergent standards, from a US point of view, result

in over-grading on the part of the Ui, inadequate protection of US Re-

stricted matter in the hands of the UK, @nd probably the release by the

UK of higher classified (though undoubtedly identical) matter to foreign

countries than is the practice of the US. Foreign countries may construe

this as greater leniency or closer agreement by the British than on the

part of the US.

he Storage Standards.

a» Jornal safeguards in the US provide for storing Top Secret

matter in steel safe or container having a threo-position dial-type

combination lock; Secret and Confidential in the same type of container

as prescribed for Top Secret or ina steol file cabinet secured by a

2
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steel bar and three-position combination dial-type padlock; and Restricted

matter ina secure manner as shall be determined by the commanding, officer

of the installetion concernede

be The normal RAF requirements are that Top Secret and Secret

documents be stored in a steel safe, chest or cupboard under lock and key.

It is further provided that:- "In wartime in the Picld, Seerct documents,

but not Top Secret documents, may be kept in secure wooden containers,

provided that steel containors are not procurable and that, oversoas,

proper precautions are taken to protect containers and documents from the

attacks of insect pests which may vender the containers insecure or destroy

the documentse Proper precautions are also to be taken against rats.

Confidential documents when not in use rre to be kept locked up.---="

(RAF-Air Publication 3086, "Security of Personnel, Official Documents, Ine

formation and Materiel," 2nd Edition, Cet 1949, Chapter 3, Paragraph 2h.)

co The storage requirements cited verbatim above indicate that

insufficient stress is placed on security protection, i.e., saferuarding

against unauthorized access. The US does not believe locks and keys

provide proper protection at beste. When this method is used without

periodic changing of locks, it becomes positively inadequate. |

5e Personnel Security Investigations and Clearanceso

ae The Secretary of Defense has laid down certain minimum

standards for the investigation and ploaronge of military personnel,

civilian employees and contractor personnol.e In the A‘r Force these

standards are embodied in Air Force Regulations 205-6, 205-17 and 205-18.

They sre substantially the same, howevor in 411 three military services.

b. The RAF criteria for bhe security investigation and clearance

e 

{3
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of their personnel, while much simplor than ours, are Likewice much less

thorough. Por example, there is only one type of clearance in the RAF,

equally applicable to military personnel, civilian employees of the RAF

and employoos of RAF contractors. Although the British are very sensitive

about their repulations concerning this matter and none have been seen in

print, it is believed that all branshes of tne ritish povernment clear theiy

personnel in substantially tho same manner as the RAF, as shown bolowe

(1) The subject fills out a Comparatively short questione

naire, minus fingerprints, and is not told of its

purposo.

(2) Tho RAF forwards this card to WI-5 with the request

for an investigation and clearance.

(3) NI-5 checks the sudject arainst its own files and

requests the local police at subject's places of

vesidence tc do likewise.

(4) Based on the facts disclosed in (3) above, MI-5 grants

or deniesa cescurity clearance and notifies the ree

questing agency of its decision. Except in very rare

instances, no checks are made of former places of

employment, neighbors, or credit firmse

(5) When MI-5 grants 9 clearance it means that the subjeot is

cleared to receive all categories of classified matter.

Ge Sinoe ell RAF officers are given this type of investigation

prior to commissioning it meen that all are cleared to receivo tho

highest grade of classified mattere This makes the case by which they

sponsor and vouch for their officers all the more understandable. It is

COMWeN TIAL
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understood that their airmen are not so cleared upon enlistment but only
as the need arises,based on their duties.

a. The British State that their investigative criteria are
sufficient because of theiv inherent patriotism, the relatively small
area of the United Kingdom and the fact that tho British people, on the

whole, tend to stay in one place. Recent events involving the disloyalty

of some of their highly placed soientists dispute theiy assumptions.

6. The above observations on British security practices are by no
means all that have been noted, but they eprear to be the most basics

those that affoct the US the most, and those which seein to be the most

applicable to adjustment ana reconciliation with the standardg of the US.

It is felt that the coming meeting of the State-Defense Vilitary Infore

mation Control Committee, in which the component US acrvices will meet

with their British "opposite members" will provide a convenient end

appropriate forum to discuss these differences, and it is so vecommended,y

‘CONFIDENTIAL
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RDB 228/9 COVER IRJES | ‘RICTED
RESEARCH AND DEVELOPNENT BOARD

Washington 25, D.C,

Files.

24 January 1951

MEMORANDUM FOR EXECUTIVE DIRECTORS, RDB COM.ITTEES

Subject: Proposed Reorientation of the Board Toward its Mission

Attached: Draft 5, Memorandun to Committee Chairmen, Subject:
"Orientation of RDB to Meet Current Situation" (23 Jan 51)

1. Ata recent staff moetin- I outlined to you the efforts
being made to revise the general annroach of the Board to its
responsibilities by law and directive. Attached is the latest
draft of a memorandum to Committee Chairmen setting forth that
revision and providing a new sot of "sailing orders" for the in-
definite futuro,

&. These "sailing orders" are peculiarly the concorn of
Mr. Webster and the Board mombors in deciding what they will ask
of their committves, However, as we have approached agroement on
content, discussion of the proposed memorandum has become more
widesproad, I therefore want you to have the latest draft so that
you will know authoritatively what is in tho document that is now
beforo the Board. Your comments will of course be welcome, although
it will probabli be impossiblvo to follow all of thom.

3. Ir. Webster hopes to obtain Board anproval of a final
draft of thc vronosed memorandum at a spocial mecting this wock,

¥ _ on

(pee 6 CNet bur
ERIC A. WALKER

executive Secretary

“Depository Turnished. Copy [- PY ~$ “
eeae,

(3ate)
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RESEARCH AND DEVELOPMENT BOARD

WASHINGTON 25, D. c.

Log No. 36682

Copy No. /

31 May 1950

MEMORANDUM FOR THE EXECUTIVE SECRETARY, RDB

SUBJECT: Assignment of Responsibility for Supporting Research in the
Field of Guided Missiles

REFERENCE: RDB 226/9, Iten 2, Agenda to 3lst Board Meeting, "Assignment
of Responsibility for Research and Development
in the Field of Guided Missiles

1. In considering RDB 226/9 at its 31st Meeting, the Board
instructed the Committee on Guided Missiles to submit recommendations
concerning assignment of responsibility for supporting research not covered
by either JCS papers or the committee paper, Git 36/159, for consideration
of the Board at its next meeting.

2. The Committee on Guided Missiles, at its 25th meeting, on 19 May:

2.1 Noted the instructions of the Board concerning the subject
asSignment of responsibility;

2.2 Instructed the Committee menbers to submit to the Exec.
Dir. written comments considered pertinent to the problem;

2.3 Instructed the Guided Missiles Secretariat to undertake
the preparation of a study to form a basis for Committee
action at its 26th meeting on 12 June 1950, if practicable;

2.4 Noted that the magnitude of the task is such that final

action by the Committee at its 26th meeting may not be pos-

sible, but that action will be completed by the earliest

practicable date.

“his docwent contains information affecting ( N \
26 national © ‘suse o?°the Univcod States vithin

6 Beauing « .i:3 Espionage Lays, Title lt, FRED A. DARWIN

o Sa. Co, Ft -ons 793 and 79. Yhe Traas..l5° 9° Executive Director

Pt.e revetalion of its contents in any we. u- Committees on Guided Missiles
0 an unauthorized person is prohibited by law.

cc: GMC distribution

GM 36/170
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RESEARCH AND DEVELOPMENT BOA

WASHINGTON 25, D. C.

Log Noe 38318
Cy No. /

5 December LYSO

LEMONANDUM FOR: Dr. Walker

SUBJECT: Report on State-Defouse hiceving in London
Octover 2-9, Lys5O

Supplementing my oral discussion with you of these meetings

the following report is subaitted vor the rile. At the request

of lire. Richardson I also append some observations concerning vhe

need, if any, for an it.eDei. prvonch oftice in London.

I. Day-by-day resume of the aiscussions.

The American teaa reached London oy various neans of vrans
-

portation, and all members were on hand by 28 September. the

scnedule of mectings and subjects discussed follows:

Afternoon meeting by US team with reopresentativos of Joint

American |iilitary Assistance Group (JAHAG) in attendance, headed
by Colonel ijcll, assistunt to General Kibler, chief of JAuAG.

(1) JAnAG people discussed the need tor then to have

authority to rclease military choeractoristics, classified up to

Courtidential, to members of the re;ional planning comiittees of

the North Atlantic Treaty Orgmization (NATO). whese ircequently
ask US opinion as an oid to their own projected tainking in

various fields. Under the existing policy it is permissivle to

reloase to NAO countries invormation classifvicd through Top

Secret, provided it pertains to the aclicvenient of NATO ovjectives,

and concerns new equipment which nas reached the en-:incoring test

(pilot model) stage of developuent. This limitation excludes
fiklivery charactcristicse

(2) JAMAG also necds to Imow the substance of Pontagon

briefings of WATO reprosentatives so that it can disclose the

same itoms of discussion, at the working level, to the NATO

people stationed in: Lonuon. 
.

(3) From a standpoint,of "Credit where credit is due", JAMAG
expressed a desire to Inow what US material had been agreed to by

the US as disclosable vy UK to the Commonwealth countries under the

provisions of Document C of the Lurns Templar talks. This is in

order that they could talk intelligently about these matters with
conumonwealth country representatives, if the subject-matter

ee eee 
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MINISTRY OF DEFENCE, S.W.1.

28TH SEPTEMBER, 1950
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should arise. (Docuwnont C provides that with respect to sncciric
projects azrood to by tho Uk and tho US, the UK may at its dis-

cretion includo in UK training publications and instructions for

issue to tho Conmonwoalth nations US military information classl-

fied socret or lowor, oxclusive of r and d information and

intoellizonce inforuction).

a
n
e

(4) Briof discussion was had with respect to the UK volicy

on disclosure to US, copies of which had been vurnished to the

US team. It was noted that said policy requiros the granting of

US requests “whenever possible"; “an exception should be made only

if the collecting of tne information would be excessively

laborious, or if taore was some other very special reason".

S
S
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It was sugcested tnat this document be discussed with the UI

toam, althouvzh it was not folt that the’ ambizuous lanzuage quoted

constituted eny real bar to vleid oxciango by UK. The geacral

kk atvicude, vas welt, parallels the US avtitude.

ror oxcmple, Air lorce reiused a visit, cleorance fo a UK

o.ficer who was about to rctire and go to wor. for a competitor

of tho sirm wWiich no sought to visit.

An aduinistrative denial would be one waich comprised request

for transfer of a piece of equipment.

(5) It was noted that the UK snould be asked avout dis- if

closures of US information to Ganada, this for the reason that fe

suca disclosures chiefly had tue eifect of increasing the number ihe

of copies requestec by UK of US, where in tract US itself was dis- ty

closing them to Csnada.. :

Saturday, Soptomber SO - (10:45 AM-12:45 Pi)
\

(1) Discussion of NATO problems continued, Major factor | 2
ihe

mentioned wes the fact that UK is a member of all tne NATO

Regional Planning Crouns, with the exception of the US-Canadian

croupe Hence VK tends to act as oroker for the NATO disclosures.

The Stete Depsrtment and Services agreed to seek UK consent to a

procedure that ropresented a compromise betwoen credit where

eredit is due, and an undesirable crowding of the fact of US

-enerosity down NATO throats. This me dium approach was later

arranczed with the UK, by an agreement that the letters of trans-

aeessikiel scent by UK to NATO countries would imsention fact that the

metorial contained US-orivin material tnat US hed consented to

disclose. It would avoid wrapoing the documents in rea, white

and blue.

(2) The team ‘exomined various UK vosition papers that had been ;

received; and reviewed the relevant US positionson the va
rious

points coverede. a . are cer
rou ’ te
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* MINISTRY OF DEFENCE, 8.We1.

28TH SEPTEMBER, 1950 ° _..
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de Unter the authority o paragraph 4 of TAC A, tie trXiaasery

camturrunees having boon obtulunds, the Central lutellivence aconey

Shall: |

Be Coordinate tis collection of ell inteliicerss

“information related to foreign eetentifie reseureh devsloy=

WBNS and poxlatiallites affecting the nations) somes Loye

(insested? This will net oparake to pregent. divsct contact

Sesweer 10S selentints as) ctime seloviiete bs comaciton

ith sakiers of sutusl tolorsste)

be Sdecuplish the caprolation, ewalamtlest, and apprepriste

dissesiunticn within tie Gorommeat of the reauwitiing iabellie

LOR Se |

Se» Supervise and cotvel the flow of Intehilame material

beteden the Resoapeh amt Gove lament Head evi tis donestientta

ana ethene oe of he anes?
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Memorandum for: ‘The National “Intelligenoe,- Agency:Ce Ae EAle~

; bear clis Wil. ba of oo stgni-sa F a ae pe NT A of Lak S fa Ne

1. The Charter a the Joint, ‘Research and Development’!i~
i “La MIC Ae

Band charges it with "coordination of all research and
yfecal m

development activities of joint interest..to the: War and: Navy"
Departments so that the War, and, }Navy. Departments: will: nasernbled

nolo iss 
beestablish and carry out a. Strong, .upified,, integrated and ‘""°l-

complete research and development,program,ini the \fieldrofoumended

Fi ; Cyubrar paguasted Vay
tad thab thianational defense". a a

2.

t. 8

“No assessnent of the completeness, ory strength “ofc!s

the research and development, programs of the Services can
?% i

rn

Le!

has — made between, the abate, of. advance..ofy» weapons? developt**
Lads ar8

eed

ment in this country and that of our potential enemies.

ae The rind ee that the Board has made toward evolving
the best method of discharging its responsibilities indicate

that the comparison mentioned above will be most difficult of

accomplishment becuase of the lack of a central source of the

necessary scientific information, In making such a comparison,

Annex "8"

ANNEX. "¢"_
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DRaFT

4. It is recognized that tne deficiency in factual information on

current technical progress in Russia is extroucly difficult to correct.

But we are not convinced that everything possible is being done to

stimulate the flow of such information. In our view, insufficient

emphasis and skill has becn placed on the covert collection of technical

information. Because this deficiency is very grave, and because it has

considerable bearing on our ability to wage a war successfully, it

appears that a more effective approach to the collcction of such intelli-

gence should be devised by the Central Intelligence .igency and romedial

action taken.

5. In swomary, this momorendum submits two intelligence nattcrs

for your consideration and possible subiaission to the National Security

Council for information and appropriate action:

a. The official intelligence estimates of Russian

€ technical capabilities are not based on
sufficient up-to-date factual information to

be reliable for planning purposcs.

b. Current practices for the collection of foreign

scientific and technical information should be

reviewed by the CIA with a view to immediate

improvenent.

RL. F. RINEHSRT

Acting Chairman

SECRET
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RESEARCH AND DEVELOPsENT BOARD

Washington 25, D. C, Log No. 35002

DAFT Copy

EC 47/5.1

WELORANDUW FOR THE SECRETARY OF DEFENSE

SUBJECT: Scientific and Technical Intelligence.

1. The Kesearch and Development Board recognizes that reliable,
up-to-date information on Russian technical progress is an essential

prerequisite for planning an economical, well-balanced military research

and development program. The available intelligence estimatos are not
sufficiently reliable for this purpose.

2. The intelligence agencies have been unable to collect factual
information on kussian post-war military research and development.
Consequently, the official intelligence ostinuates aro largely conjecture
based on extrapolations of German and allied contributions to Russian
knowledge, giving considerable weight to our ow rate of progress in
comparable fields. Four years have now elapsed since the wartine
technical developrents of othor nations wero made available to Kussia.
Further extrapolation, unsupported by reliable factual information on
current technical progress in Russia, is susceptible of serious error.

3. An orror of this kind occurred in our cstimates of Iussian
atomic energy capabilities. These estimates wore preparcd by the Joint
Nuclear Enorgy Intelligence Comittee (Cla, AEC, Army, Navy, and air
Force representatives) and were the only official estimates available
as of the date of the Kussian atomic explosion. They were based largely
on our own atomic energy expericnce translated in terms of assumed
Russian capabilities, It is therefore not Surprising that the kussian
atomic bomb explosion occurred one year prior to the "earlicst possiblo
date" and four years prior to the "most probable date" predicted in
these official cstimates.

SECRET
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Agenda, 125 ileeting

Iten 7A Scientific and Technical Intelligence.

Attached EC 47/5.1,.Draft senorandum for the Secretary of Defense

from the Acting Chairmen, RDB, subject above

1. The attached memorandum, prepared for the signature of the Acting

Chairman, iDB, and addressed to the Secretary of Defense, calls

attention to the serious deficiency in scientific and technical intelli-

gence, from the standpoint of HDB needs.

2. While no specific suggestions are included as ‘to how this

deficiency can be remedied, the memorandum will serve a useful function

in the following respects:

a. It records iWB's continuing dissatisfaction with the

intelligence currently received, and discharges HDB's
responsibility to wake this serious deficiency known,

both to the Secretary and to the National Security

Council.

b. It will serve to stimulate Cla action in strengthening

collection of scientific and technical information.

The specific method by which this can be done is an

intelligence problem and not within RDB's competence

to deteriine.

3. It is recommended that:

The Executive Council approve attached draft menorandun, EC 47/5.1

for transmittal to the Socretary of Defense.

/

ey \?
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uC 47/6 Agenda, 125th Meeting

Item 8A Exchange of KDB Information with England and Canada.

Attached RDS 49/6, Draft memorandun for the Secretary of Defense
froi Chairman, HDB, w/three enclosures, subject "Transmittal

of the RDP "Consolidated Technical Estimates" to Zngland

and Canada

1. The attached iaemorandwa, prepared for the signature of the

Chairman, nDB, and addressed to the Secretary of Defense, again
raises the question of how exchange of KDB documents with England

and Canada can be expedited. This memorandum calls attention to the

present difficulties, as typofied by the transmittal of the RDB

"Consolidated Technical Estinates, 1948". It encloses a draft izemo-

randum to the three Departments, to be signed by the Sccretary of

Defense, which clarifies the policy of the Department of Defense
with respect to exchange of technical information with England and

Canada. The draft :semurandum reaffirms the liberal exchangc policy

announced by Secretary Forrestal, giving particular attention to the

} tDB problein,.

2. It is recowended that:

a. The wilitary Secretarics on the Council subnit

coments on.RD2 49/6and cnelosures, aftcr dis- j
cussion with their respective departments. .

b. The comnents of all members of the Exccutivo . va
Council be imade available to the Prograns y

Division with a view to revision of the attached

draft memorandua, RDB 49/6. 4V

Uo

SECRET | |


