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Dear Mr. Greenewald:

This further responds to your February 12, 2016 request seeking information pertaining to

unidentified flying objects or unidentified aerial phenomena or any similar term describing the

topic. Reference is also made to our February 29, 2016 letter.

As advised in our letter, three investigative reports responsive to your request were located.

The processing of those reports has been completed. Our review of these documents reveals that

they contain personal identifiers (such as names and social security numbers) of third parties, the

release of which would constitute an unwarranted invasion of personal privacy. Accordingly, we

must partially deny your request and withhold this information pursuant to the Freedom of

Information Act (FOIA) provisions 5 U.S.C. § 552(b)(6) and (b)(7)(C). All releasable

information is provided to you at enclosure (1). We have also provided an enclosure explaining

the various exemptions of the FOIA.

As the official responsible for the partial denial of your request, I am advising you of your right

to appeal this determination. Your appeal must be postmarked within 60 calendar days from the

date of this letter and should be addressed to the Secretary of the Navy’s designee: Office of the

Judge Advocate General, (Code 14), 1322 Patterson Avenue, S.E., Suite 3000, Washington Navy

Yard, D.C. 20374-5066. The envelope and letter must bear the annotation “FOIA Appeal”. A

copy of your initial request and a copy of this partial denial letter must accompany the appeal.

There are no assessable fees associated with the processing of your request.

Sincerely,

A<id Mia
KAREN RICHMAN

CDR(S), JAGC, USN

Encl:

(1) Documents



This document is made available through the declassification efforts

and research of John Greenewald, Jr., creator of:
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The Black Vault is the largest online Freedom of Information Act (FOIA)

document clearinghouse in the world. The research efforts here are

responsible for the declassification of hundreds of thousands of pages

released by the U.S. Government & Military.

Discover the Truth at: http://www.theblackvault.com
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Explanation of FOIA/PA Exemptions

Subsections of Title 5, United States Code, Section 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of

national defense or foreign policy and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel rules and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such

statute(A) requires that the matters be withheld from the public in such a manner as to leave no discretion on

issue, or (B) establishes particular criteria for withholding or refers to particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than

an agency in litigation with the agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted

invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such

law enforcement records or information (A) could be reasonably be expected to interfere with enforcement proceedings, (B)

would deprive a person of a right to a fair trial or an impartial adjudication, (C) could be reasonably expected to constitute an

unwarranted invasion of personal privacy, (D) could reasonably be expected to disclose the identity of confidential source,

including a State, local, or foreign agency or authority or any private institution which furnished information on a confidential

basis, and, in the case of record or information compiled by a criminal law enforcement authority in the course of a criminal

investigation, or by an agency conducting a lawful national security intelligence investigation, information furnished by a

confidential source, (E) would disclose techniques and procedures for law enforcement investigations or prosecutions, or

would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could reasonably be expected

to risk circumvention of the law, or (F) could reasonably be expected to endanger the life or physical safety of any individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of

an agency responsible for the regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells.

Subsections of Title 15, United States Code, Section 552a

information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or

reduce crime or apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or

foreign policy, for example, information involving intelligence sources or methods;

investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right,

benefit or privilege under Federal programs, or which would identify a source who furnished information pursuant to a

promise that his/her identity would be held in confidence;

material maintained in connection with providing protective services to the President of the United States or any other

individual pursuant to the authority of Title 18, United States Code, Section 3056;

required by statute to be maintained and used solely as statistical records;

investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal

civilian employment or for access to classified information, the disclosure of which would reveal the identity of the person

who furnished information pursuant to a promise that his/her identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal

Government service the release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of

the person who furnished the material pursuant to a promise that his/her identity would be held in confidence.
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NAVAL CRIMINAL INVESTIGATIVE SERVICES

RECORDS MANAGEMENT DIVISION

LAW ENFORCEMENT RECORDS

Package ID#: 0026378-000973

_ Name:

AKA:

Social Security Number: [6.00 | Context: Victim

Date of Birth: (6)(©), (5)(7(C)| State of Birth: |_| Country of Birth: US - United States of America

Case Number: 05SEP13MWPE03927XNA Dossier:

DCIl INDEX CODE: RECORD SERIES #: Date Closed:
K = 50 Years 5580/4a(1)(b) 09/05/2013

RECORD SERIES (FILE PLAN)
ty Svcs - Law Enforcement - NCIS Criminal Investigative - Controlled Death, Sex Investigations, & Case Files (Created on or after 1 January 1988)

Criminal Investigative Reports

Comments:

Polygraph Examination Conducted Sexual Offender Registry Completed

Finger Prints Submitted to Code 23C2 Final Disposition Report to FBI

CIS - /

FF] Closed Status [ |DupTitle [ ]Dup CCN

Disclosure/Accountability Statement: If this investigation is disserninated outside NCIS, complete NCIS Form 009/10-80, and ensure it is retained in the case file.

1)||
certify that mplete.

yped Name of SSA

ZO Se fsLE —
"DATE

Unclassified when separated from attachment unless otherwise indicated.
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

REPORT OF INVESTIGATION (CLOSED ONLY) ; O5SEP13

SPECIAL INQUIRY (IT) CONTROL: O5SEP13-MWPE-0392-7XNA/C

(b))6), (B)(7)(C)

COMMAND/NAVY TRAUMA TRAINING CENTER, LOS ANGELES, CA/68049

MADE AT/MWPE/RESIDENT AGENCY CAMP PENDLETON}ONS). VC)
SPECIAL AGENT

REFERENCE{S}

(A) NCISRA Norfolk, VA ROI LOSED ONLY) (Containing Exhibits
1-3} (P)(6), (b)(7)(C) CN:

11730L13-NFNF-0583-8SNA/C/15JUL13

EXHIBIT{S}

(1) IA: Results of Interview of
6)(8), (b)(7)(C

NARRATIVE

1. This investigation was initiated pursuant to suspected violations of

Article 134 (General Article) of the Uniform Code of Military Justice.

2. On O5Sep13, the Naval Criminal Investigative Service (NCIS) Resident

Agency Camp Pendleton, CA was notified by{Kb)(6),_ lof harassment she was

ivi by members of her command and the@‘UWited States Government.

Re. | claimed upon her return from_a_deployment with the U.S. Army Delta
orce in Afghanistan she became ill. Kb)(6), stated she was infected with

a nano-partical which was provided toner via food, vaccines and through the

air because she had angut edge of a friendly fire incident wherein a Soldier

stated after an illness caused from‘

ot18), BHC) tone he was returning home from work in Los Angeles,
CA to Burbank, CA when she noticed she was being followed, claimed

she was_heing followed by a U.S. Drone or an Unidentified Flying Object

(UFO) . Kbx(6), DING aimed she obtained photographs drone /UFO; however
did net have them present during the interview. (}(6), stated she turned
Lo meaty BTC} © calm her of her ongoing illness ana government tracking of

her. f claimed during one of her meditations she exited her body and

went into a Spacecraft where she met with "Ashtar" who said they were

leoking for her. Further, ()6), ()(7)Clleiaimed an electro-magnetic pulse weapon
was used on her legs and caused a burn to her.

ference {A} identifies NCISRA Norfolk, VA investigation wherein

(bx) BING craimea she was physically assaulted by members of Naval Medical
Center Portsmouth, Portsmouth, VA while she was admitted to the psychiatric

ward. During her interview with NCISRA Norfolk, VA Special Agents, (OX),
described the aforementioned incidents.

FOR OFFICIAL USE ONLY
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: 05SEP13-MWPE-0392-7XNA/C O5SEP13

4. \(b))6), claimed after her return from Naval Medical Center Portsmouth,

she of body experiengs bes—she was within a restaurant

with (5)(6), (b)(7)(C) in Burbank, CA. (6), OMe ated following the out of
body experience she was admitted into the psychiatric ward at Naval Medical

Center San Diego (NMCSD), San Diego, CA for treatment. Upon her release

from NMCSD, {0)(6), stated she stopped taking the medications she was

prescribed because she was falsely identified as having {b)(6), (6)(7)(C) |
and the U.S. Na was attempting to kick her out after serving 14 honorable

years. Claimed she was scheduled for a {b)(6), (b)(7)(C) appointment

on 05Sep!35 however elected to cancel the appointment because she did not

stated {b)(6), (b)(7)(C) |
_ need to be seen.

Navy Trauma Training Center, Los Angelesb)(6), (b)(7)(C)

who stated she sent {)(6),_ two emails

6), (b)(7)(C)| stated the First’ email was
ern; however, was not

5. Contact was made with

regarding the missed appointment.

professional and the second emai
— (6), (6)(7)(C)

l

threatening. {0)(6), (&)(7)(C) |relatea [O
(b)(6), (b)(7)(C) ~_]did not disclose what [b)(6), (bX{7)(C)_|)

issues Leics | was currently being seen for but did indicate sh hought

(b)(6), (7c) Was not taking her medications as prescribed. b)(6), (OX7)(C) related
Vavy.ill be processed for separation from the U.S.

6. Criminal History inquiries were conducted utilizing the National Crime

Information Center (NCIC), Defense Central Index of Investigations (DCII),

Joint Personnel Adjudication System (JPAS), Knowledge Network (KNET) and the

Consolidated Law Enforcement Operations Center (CLEOC). A review of the

inquiries revealed|b)(6), (b)(7)(C)burrently holds a secret security clearance.

The remaining inquiries revealed information which was detailed within this

report.

7. On 05Sep13,{(b)(6), (6)(7)(C) | Director & Emergency/Trauma Instructor,

Navy Training Trauma Center, Los Angeles, CA was apprised of this :

investigation.

PARTICIPANTS

b)(6), (b)(7)(C) | SPECIAL AGENT, RESIDENT AGENCY CAMP PENDLETON

DISTRIBUTION

NCISHQ: 023B/014C

INFO :MWFO
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: 05SEP13 -MWPE-0392-7XNA/C OSSEP13

5. (b))6), stated in June 2013 she departed the Los Angeles Airport

bvenra irqinia Beach, VA for her promotion from Lieutenant Commander to

Commander . [6)), &)\()(©)|rerated she wanted to get promoted in the area where

she last saw her "soul mate" a Navy Seal Team 6 member who was killed in

action in Traq. {>)(), ()()(C)ktated she visited the Hampton Inn and after

consuming an alcoholic beverage she went to the Atlantic Ocean. Upon,

entering the water, (P)(6) ()\()(Ckrated she had another out of body experience

and began removing her pants and going in and out o£ the water. While she

was in the water, {)©), &)\()C]stated two black men approached her on black =

horses and shined a spotlight on her. The men who she identified as police

officers i med her she was indecently exposed and attem ted to arrest

[over NEA) 7 :
her. related due Earby(6 jshe feared for her

safety and ran away from them. (8); Stated she was apprehended and was
placed into jail.

6. fe), related she was in the jail for six days before she was

released: however, upon her release she was sent to [b)6), (b)(7)(C) |

Naval Medical Center Portsmouth (NMCP), Portsmouth, VA for treatment.

b)(6), claimed while admitted{h)®), ()()(C) jshe was assaulted on

arious occasions and spoke with Special Agents from Ss.

7. (26): related upon her release from NMCP she and [b)6) MIC) |
returned to Burbank, CA so she could pack her items up because the U.S. Navy

issued her Permanent Change of Station orders to the Virginia Beach area.

(by), OVA(C)stated she and {b)(6), (b)(7)(C) ~|brought her two cats to the airport

in Burbank, CA for shipment to New York when she was informed she was late

for the flight and would have to wait for a later flight. Kb)(6), (b)(7)(C)jrelated

she andfb)(), ()(7)(C) went to a local restaurant-and while there, she had
| (b)(9),

another experience where she was out of her body. |5y/7\c) stated she

yelled to the restaurant that {)©) (9) Was a terrorist and

responsible for the World Trade Center September 11, 2001 attacks. Further,

e)6), = |related she contacted another relative to drive to the restaurant

15)(6), (b)(7)(C) lup and she proceeded to the airport with _her cats.

Stated upon her exit from the restaurant, she ran overkb)(6), |
eH KS} —

nd departed the area.

a. Ov), ((O(related after running {P)(6), XC) | over, she continued to

drive down the road until the police department arrested her. b)(6), (b)(7(C)
stated she was admitted{b)(6), (b)(7)(C) jin Pasadena, CA and

subsequently transportedto Naval Medical Center San Diego (NMCSD), San

Diego, CA for treatment. ((b)(9), related she was at NMCSD where she was

treated and released.

9. ()(6), OOO) sraced upon her release from NMCSD she stopped taking her

We -hecause she was not ill and the U.S. Navy thought she was.

\8), related on 04Sep13 she contacted her mental health provider andee

cancelled her £5)(6), Clstated she received
an email £rom}©)(), (YC) ' jregarding the missed

appointment. .BY(G), Stated} 6) (ye) Should net have been aware of the

appointment cafiGeliation. (b)(6), | related at approximately 2200, 04Sep13

she received an additional RY? from {b)6), ()(7)(C)that she thought wea
)(6), (6)(7)(C) |

threatening. RA requested to view the threatening email; however,

could not find it and stated it was because individuals were hacking into

her email and deleting things from it.
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: 05SEP13-MWPE-0392-7XNA/C O5SEP13

10. During the course of the interview, {b))6), stated she believed her

deceased gran. BTC d her father were tH&Yligence spies for the U.S.

Government. (6): OM) er atea she worked forf>)(6), (©)(7)(C) two weeks prior
to TWA flight which exploded over New York she was on the aircraft it when

it made an emergency landing, in 2002 she was in the same club in Bali three

weeks prior to a bomb detonating. ({b)(6), stated she believes all these

actions on her life have come becal#@’Sf what she knows and that her family

were intelligence spies for the government.

Tz. (b)(6) (C)| claims the U.S. Navy does not want to help her, only want her

sick aieare attempting to discharge her after serving 14 honorable years.
b)(6), (b)(7)(C) Iseatea she has spent money to see civilian doctors to help her for

@Y uranium poisoning and to treat her for the injuries she received from an

electro-magnetic weapon which was used against her.

12. RA and PA informeaf©)(6), due to the location these incidents’ have

occurred, NCISRA Camp Pperndieton, CA did not have jurisdiction and she needed
to report the harassment to local authorities.

REPORTED By :(O)(6), (b)(7)(C) _|Special Agent
OFFICE: RESIDENT AGENCY CAMP PENDLETON

FOR OFFICI
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NAVAL CRIMINAL INVESTIGATIVE SERVICES

RECORDS MANAGEMENT DIVISION

LAW ENFORCEMENT RECORDS

Package ID #: 0021285-000203

Name: NSB KINGS BAY, GA RECEIPT OF SUSPICIOUS LETTERS ABOARD

AKA:

Social Security Number: Context: Impersonal Title

Date of Birth: State of Birth: Country of Birth: US - United States of America

Case Number: 25SEP12SEKB60037XNA Dossier:

DCIlINDEX CODE: RECORD SERIES #: Date Closed:
= 59 Years 5580/4a(1)(b) 10/01/2012

RECORD SERIES (FILE PLAN)
ty Svcs- Law Enforcement- NCIS Criminal Investigative- Controlled Death, Sex Investigations, & Case Files (Created on or after 1 January 1988)

Criminal Investigative Reports

Comments:

Aa “Foy bes GS 4S

Polygraph Examination Conducted Sexual Offender Registry Completed

Finger Prints Submitted to Code 24B3 Final Disposition Report to FBI

CIS - /

[| Closed Status [ |DupTitle [ |Dup CCN

Disclosure/Accountability Statement: If this investigation is disseminated outside NCIS, complete NCIS Form 009/10-80, and ensure it is retained in the case file.

Ain 12/31290
it? certify that\)(6), (6)(7)(C) fomplete.

a.
Unclassified when separated from attachment unless otherwise indicated.
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

REPORT OF INVESTIGATION (CLOSED ONLY) 010CT12

SPECIAL INQUIRY (ITI) CONTROL: 25SEP12-SEKB-6003-7XNA/C

I/NSB KINGS BAY, GA/RECEIPT OF SUSPICIOUS LETTERS ABOARD NSB KINGS BAY, GA

COMMAND/NSB KINGS BAY, GA/42237

MADE AT/SEKB/RESIDENT AGENCY KINGS BAYO)(), (b)(7)(C) SPECIAL AGENT

EXHIBIT (S)

(1) IA:RESULTS OF REVIEW OF SUSPICIOUS LETTERS/19SEP12

(2) IA:RESULTS OF OPEN SOURCE INTERNET SEARCH/19SEP12

(3) IA:RESULTS OF DOD LINX CHECK/19SEP12

(4) IA:RESULTS OF NCIS TMU COORDINATION/19SEP12

NARRATIVE

1. This investigation was conducted as a special inquiry. No criminal

statues apply.

2. Between 13Sep12 - 18Sep12, NCISRA Kings Bay, GA, was made aware of two

suspicious letters sent to the Commanding Officer (CO), Naval Submarine Base

(NSB) Kings Bay, GA, and to {b)(6), (b)(7)(C) | Submarine

Group Ten, NSB Kings Bay, postmarked 10Sep12. The envelopes had a return

address for ({b)(6), (b)(7)(C)

FL. The letters were two sided with one side being typed while the other

side was handwritten and signed b The letters rambled and had no

clear subject = are —- arenced a website

maintained by The letters did

not contain any © personne Kings Bay, the Department of

Defense, or the U.S. Government. Exhibit (1) pertains.

3. On 19Sepi12, Participating Agent (PA) {b)(6), (b)(7)(C) | conducted an o
source internet search for PA

reviewed the website, which was a blog by The blog appeared to be

focused on environmental issues, particularly‘ the presence of dams. The blog

to voice his environmental concerns as

well as writing about himself*t’{ _ wrote in his blog that he is a

regular drug user and writes of “HkWintg hallucinations and having seen

sightings of unidentified flying objects (UFOs) and contact with other life

forms. Exhibit (2) pertains.

appeared to be a platform fort

4. On 19Sep12, PA conducted a query of records on file with the

Department of Defense Law Enforcement Information Exchange (DOD LINX) for

PA found that the Federal Bureau of Investigation (FBI) had

conducted interviews of Records indicated had misdemeanor

arrests for criminal trespass from various local law enforcement agencies in

the past. The reports indicated exhibited illogical thinking, but

FOR orricrf\ USE ONLY
PAGE 1

WARNING

THIS DOCUMENT IS THE PROPERTY OF THE NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTENTS MAY BE DISCLOSED ONLY TO PERSONS WHOSE OFFICIAL DUTIES REQUIRE

ACCESS HERETO. CONTENTS MAY NOT BE DISCLOSED TO THE PARTY(S) CONCERNED

WITHOUT SPECIFIC AUTHORIZATION FROM THE NAVAL CRIMINAL INVESTIGATIVE SERVICE

000007



25SEP12-SEKB-6003-7XNA/C 010CT12

SUBJ: I/NSB KINGS BAY, GA/RECEIPT OF SUSPICIOUS LETTERS ABOARD NSB KINGS BAY, GA

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

had not displayed hostility or aggression during those law enforcement

encounters. Exhibit (3) pertains.

5. On 19Sep12, pa (O)(6), (bY) lcontacted the NCIS Threat Management Unit
(TMU) at NCISHQ regarding{O)(6), (6)(7)(C) was advised that NCISHQ TMU

was familiar wien | and noted that other U.S. Navy installations on the

West Coast had re

threats had been made to those installations. Exhibit (4) pertains.
Similar letters at various commands from ()(6), No

PARTICIPANTS

b)(6), (b)(7)(C) SPECIAL AGENT, NCISRA Kings Bay, GA

SPECIAL AGENT, NCISRA Kings Bay, GA

ACTION

0023: ONLY Report

DISTRIBUTION

NCISHQ: 0023

ACTION: 0023

INFO: 002A/SEFO

FOR OFFICIAL [b)(6),

PAGE /2 LAS{b)(7)(C) LNN
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

INVESTIGATIVE ACTION 19SEP12

CONTROL: 25SEP12-SEKB-6003-7XNA/C

I/NSB KINGS BAY, GA/RECEIPT OF SUSPICIOUS LETTERS ABOARD NSB KINGS BAY, GA

RESULTS OF REVIEW OF SUSPICIOUS LETTERS

1. On 13Sep12, NCISRA Kings Bay, GA, was made aware of a letter sent to the

Commanding Officer (CO), Naval Submarine Base (NSB) Kings Bay, GA. Due to

the suspiciousness of the envelope the NSB Kings Bay mail room notified

NCIS. The envelope was written in pencil and the back of the envelope had

writing in red colored pencil. The env j

address for {)(6). (b)(7)(C)
b)(6), (b)(7)(C) FL, postmarked 10Sepi2. Inside the envelope was
a letter, one side was typed while the other side was handwritten and signed

by {b)(6), The letter rambled and had no clear subject. The letter

OY her a website maintained by{b)(6),
Kb)(6), (b)(7)(C) sa @ letter did not contain any threats

to personnel aboard NSB Kings Bay, the Department of Defense, or the U.S.

Government. Enclosure (A) pertains.

2. On 18Sep12, NCISRA Kings Bay was made aware of another letter sent from

Gener‘ b)(6), (b)(7)(C) Submarine Group Ten, NSB
UiAgS Bay, postmarked 10Sepi2. This letter was identified in the Kings Bay

mail room when a Group Ten representative collected the mail. A review of

the letter revealed it was the same letter sent to the NSB Kings Bay CO.

Included with this letter were some busi 6), (b)(7)(C)

name on them and his website address for b)(6), (b)(7)(C) |. com
handwritten on the back of the cards. Enclosure (B) pertains.

ENCLOSURE(S)

(A) Copy of Letter/Envelope/Received 13Sep12

(B)Copy of Letter/Envelope/Received 18Sep12

REPORTED BY: {b)(6), (b)(7)(C) | Special Agent
OFFICE: RESIDENT AGENCY KINGS BAY

EXHIBIT ( )
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

INVESTIGATIVE ACTION 19SEP12

CONTROL: 25SEP12-SEKB-6003-7XNA/C

I/NSB KINGS BAY, GA/RECEIPT OF SUSPICIOUS LETTERS ABOARD NSB KINGS BAY, GA

RESULTS OF OPEN SOURCE INTERNET SEARCH

1. On 19Sep12, Participating Agent (PA) ()(6) (O/C) |NCISRA Kings Bay, GA,
conducted an open source internet search fre website,

D

http://infinitvoroiect.wordpress.com. PA reviewed the website, which

was a blog by The blog appeared to be focused on

environmental issues, particularly the presence of dams. s blog,

Infinity Project, appears to be used as a platform for him to voice his

environmental concerns as well as writing about himself. wrote in

his blog that he is a regular drug user and writes of having hallucinations

and having sightings of unidentified flying objects (UFOs) and contact with

other life forms. Based on the writings in his blog, sees the U.S.

Navy as the "solution" to the "problem" of the country's dams stopping the

natural flow of water.

REPORTED BY: Special Agent

OFFICE: RESIDENT AGENCY KINGS BAY

FOR AFFICIAL UTM- ~~ Y EXHIBIT { pe
PAZE 1 LAST 2 LNN

WARNING

THIS DOCUMENT IS THE PROPERTY OF THE NAVAL CRIMINAL INVESTIGATIVE SERVICE
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WITHOUT SPECIFIC AUTHORIZATION FROM THE NAVAL CRIMINAL INVESTIGATIVE SERVICE
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

INVESTIGATIVE ACTION 19SEP12

CONTROL: 25SEP12-SEKB-6003-7XNA/C

I/NSB KINGS BAY, GA/RECEIPT OF SUSPICIOUS LETTERS ABOARD NSB KINGS BAY, GA

RESULTS OF DOD LINX CHECK

1. On 19Sep12, Participating Agent (pa) ON), (YC) konducted a query of
records on file with the Department of Defense Law Enforcement Information

Exchange (DOD LINX) for PA[__|found that

REPORTED BY: Special Agent

OFFICE: RESIDENT AGENCY KINGS BAY

EXHIBIT ( 3 )
FOR OFFYCIAL USE ONLY

PAGE 1 LAST NN

WARNING

THIS DOCUMENT IS THE PROPERTY OF THE NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTENTS MAY BE DISCLOSED ONLY TO PERSONS WHOSE OFFICIAL DUTIES REQUIRE

ACCESS HERETO. CONTENTS MAY NOT BE DISCLOSED TO THE PARTY(S) CONCERNED

WITHOUT SPECIFIC AUTHORIZATION FROM THE NAVAL CRIMINAL INVESTIGATIVE SERVICE
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

INVESTIGATIVE ACTION 19SEP12

CONTROL: 25SEP12-SEKB-6003-7XNA/C

I/NSB KINGS BAY, GA/RECEIPT OF SUSPICIOUS LETTERS ABOARD NSB KINGS BAY, GA

RESULTS OF NCIS TMU COORDINATION

1. On 19Sep12, Participating Agent (pa) (OV(6), (OC) NCISRA Kings Bay, GA,
contacted the NCIS Threat Management Unit (TMU) at NCISHQ regarding

was advised that NCISHQ TMU was familiar with

ind noted that other U.S. Navy installations on the West Coast had

received similar letters at various commands from No threats had

been made to those installations.

REPORTED BY: Special Agent

OFFICE: RESIDENT AGENCY KINGS BAY

FOR OFFICZAL USE ONLY EXHIBIT ( \
PAGE LAST LNN

WARNING

THIS DOCUMENT IS THE PROPERTY OF THE NAVAL CRIMINAL INVESTIGATIVE SERVICE
CONTENTS MAY BE DISCLOSED ONLY TO PERSONS WHOSE OFFICIAL DUTIES REQUIRE

ACCESS HERETO. CONTENTS MAY NOT BE DISCLOSED TO THE PARTY(S) CONCERNED
WITHOUT SPECIFIC AUTHORIZATION FROM THE NAVAL CRIMINAL INVESTIGATIVE SERVICE
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ /FOuoO

REPORT OF INVESTIGATION (CLOSED) : O9ocTi4

SUSPICIOUS INCIDENT (TT) COMPROL : LS AUG14 «MBMM » G00 L~SYMA/C

L/MCRD SAN DIBGD/CIVILIAN DRONE FOUND NEAR GATE @ OF MCRD SAN DIEGO

COMMAND/MCRD SAN DIEGO/34000

MADE AT /MWMM/RESIDENT AGENCY mffamanh)(6), (b)(7)(C) SPECIAL AGENT

EXHIBIT (S}

{1} {U/FOUO) IA: Results of Notification and Scene

Examination /ogoct1a

(2) {U/FOUO) TA: Raceipk of STAT Sheet Fax {b)(6), (b)(7)(C) |
Civilian/osoctl14d

(3) (U/FOUO) TA: Examination of Ouad-Rotor Copter/iMben14

(4) {(U/FOUG) IA: Resultsof Interview of [(b)(6), (R)\/)(C)

USMC /050ct14

(S}) (U/FOUG) TA: Resultsof Interview of

USMG/ 9c 14

(6) (U/YPOUO) TA: Results of Interview of

cividian/09%0cti4

(7) (O/FOUO) TAs Results of Initial Contact with} PO) OC) |
Kb)(6), USN/OSct14

(8 WPOUO) IA: Results of Interview o£ K)(6), YC) |

Civilian/O9ock1i4

(9) (U/FPOUO) Sworn Statement of [(b)(6), (P)()(C)
Civilian/25Aug14

(10) (U/FOUO) Sworn Statement of

USN/ 25Aug14

(11)._t0/Fa TA: Results of OMPP Review £orfP)®), (&XAC) |

(b)(6), (©) asn/osectia
(22) (U/FOUO) LA: Resultsof Review of OMPF fox [P)(6). OX) |

Civilian/aeaeri4

(13) {U/FOUO) USACIL Latent Printa Report/28audl4

(14) (U/FOUO) ITA: Results.of Records Checks forKb)(), (()(C) |

(b)(6), (6)(7)(C) USH/O90cLi4a {LESS COMMAND)

(L5)—TU7FOURT TA: Results of Records Checks fer {(P)(), ()()(C)
Civilian/O9GetI4 (LESS COMMAND)

(16) (U/FOUO) ITA: Results of Records Cheeks for

Civilian/o90e¢ti4 (LESS COMMAND}

(17) {U/FO TA: Results of Documentation of Lecation of

(b)(6), S Residence in Reference to MCRD San Diees/ococt14
(18° TOyF LA: Results of Interview oF {b)(6), Y(7N(C)

Civilian /Cg0eceri4

EXECUTIVE SUMMARY :

1. (U/FOUO) On 14Aug14, NCISRA Miramar was notified by Agente {)(6), ()(/)(C) u.s.

Marine Corps Criminal Investigations Division (CID) MCRD San ; cE oat

approximately 0936 hours a civilian drone and its suspected battery were

found in a grassy area near Gate 2 by = Landscaper aboard MCRD San Diego,

Upon arrival at the scene, the drones was foundto be a {Flame Wheel F450

THIS CGCUMENT ES Ye PRGPRRTY GF To NAVAL GHEMZNAL INVERIIGATIVE SSEVICE

CONTHWTS MABY BE DESCLOSED ONLY TQ PERSONS ROSE OFFICIAL DUTIES REQUIRE

; ACCESS. Biter CONTENTS MAY NOT BS STSSLOSRN TO TRE PASTY/9) CONCH RNETPage 1 of 4/ WITHOUT pecan AUTHORIZATION PROM THY KAVAL CRIMINAL IevEsrrcarrve senvrce
FOR OFFIGIAL/USE ONLY

Printed on 26/FEB/2016 17:44 UNCLASSIFIED
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UNCLASSIFIED

US, NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: 15AUG14-MWMM-6001-3YMA/C 08Octi4

DI] drone with a Sony brand camera and a transmitter attached with mulbiple

Wires. Open source reporting indicaced this model drone is cemmonly used

for sorta photography. Found nearby the drone was an object wrappedis

black duct tape with wires protruding, which is suspected to be the drome's

battery. The drane was within approximately £0 to 100 yards from Gate 2 and

approximately 20 feet Erom the fence line. Information obtained froth Agent

indicated the lendscaper, . Stated he was cuthing the

Sys the grassy area near Gate 2 when ha noticed what he believed to be
a remote control plane and a battery. Law enforcement was netifted and

explosives trained dogs were utilized te determine if any explosive dangers

were present, No explosive dangerg were foumd, A scene documentation wad

conducted. The drone and its suapected battery were seizedas evidence and

subsequently given to NCTS Pacific Cyber Forensics for analysis and later

submitted co the @.8. Army Criminal Investigations Laboratory (USRCIL) for

latent print examination. The Multiple Threat Alert Center {(MTAC} was

notified and a MTAC Watch notification was disseminated. Witnesses were

interviewed. On Z2lAugl4, USN, contacted MCRD PMO in

reference bo a lost "quadcopter" and identified

and both civilians, as the individuals that were flying the

lost "quadcopter" around the same timeframe the drome was found aboard MCRD

San Diega. were interviewed. Records

checks were completed and Official Military Personnel Files (OMPF) were

reviewed. The *quadcoprer" logr by matenes tine

description of the drone found aboard MCRD San Diego. Ne criminal intent

was identified during the imvestigatieon. All logical leads have been

completed. This cise is closed. This ceport aise constitutes the closing

of Guardian number

NARRATIVE

zt. {Uf/FOUG) This reactive investigation was initiated as a force prohection

Measure pursuant to a suspicious incident occurring aboard Marine Corps

Recruit Dapot (MCRD) San Diego. Ne criminal atatutes apply. The incident

was reported via Guardian number

2. (U/FOUO) On i4Augl4, U.S. Marine Corps CID contacted NCISRA Miramar to

report a civilian. drone was found by @ landscaper in & Qrassy area near Gate

2 aboard MCRD San Diego. A acene decumentation was campleted and the drone

and battery were seived as evidence. Exhibit (1) pertains.

3, (U/FGUO} On 1l4auql¢, U.S Marine Corpa CID provide the Stat Sheet

containing civilian landscaper abeard MCRD San Diega,

information. reported to the Provost Marshal's Office (PMO; hat

while conducting Landscaping, he noticed a remote control plane and battery

with wires. Exhibit (2) pertains.

4. (U/FOUQ) On 1LSAugl4, Representative NCIS Pacific Cyber

Operations, examined the civilian drone. Exhibit (43 pertains.

4S. (U/Foud) on 18audi4,

were interviewed in réeferance to seeing an unidentified Flying

abject (UFO) during their shift at Gare 2 aboard MCRD Sen Diegc earlier in

Page 2 of af
FOR OFFICIALJISE ONLY

Printed an 767 EB/2078 17.41
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: ISAUGI4-MWMM-6001-5YMA/C 08Octh4

the day. ()), (YC) |nrovidad details of an
ebject they daw havering off base far from MCRD San Drege's fence line

Exhibits (4) through (5) pertain.

6. (U/FOGO) On a2ikegl4, a female contacted the PMO stating a "quacdcopler"

Was logh tear MC! ES Pens Tonract was made with the female later

ddentified to be b)(6), (6)(7)(C) _|usr, who provided the names and
deritact infarmation of the individuals flying the "quadcopter" before if was

lest. Exhibit (7) pertains.
¥

7. (U/Foud) On F2Au 4a, Kb)()(6),(b)(7)(C) |. civilian, was incerviewed in

reference to the none that was found aboard MOND San Diega. I\6)(6),
TOTNES

provided a sworn sbhatement with details of how he purchased che drone; how
he subsequentiysold the drone, and the activities surrounding the flight of

the drone when it was lost. [(b)(6), a.eo Gravideda picture of the drone.

Exhibit {8} pertains. 0

8. (U/POTIO: on aprasg7é ,(0)(6), (OIC) civilian, was inter
yeaference to the crone THESE Was found aboard MCRD San midao. TOMOLUIG
peovided a sworn shatement with details of hew he purchased the drone trom

(b)(6), Jand the activities surrounding the flight of the drone when it was

wite@c? Exnibit i$) mertains.

9. (U/FOUO} On 25Auq24, (D)(6), (0)(7)(C) | USN, was interviewed in

reference to the drome that was found aboard MCRD San Dieao. (6), OCMC) |
provided a sworn statement with details of how ((b)(6), (b)(7)(C) OT

purchaged the drone and how she found out, her hisfand Tost Che drone.

Exhibit (10) pertains.

10, {(U/FOUG) On 26Augi4, the OMPFs of { (6), (b\7)(C) |
were Obtained and reviewed. Exhibits (11) and (12) pertain.

Li. (U/FOUD) Gn 29Aucgi4, the USACIL batent Prints reépork was received. One

latent print was found on the drone. The search in the. Automated

Fingerprint Identification System (APIS) for a match for the latent print

thac was found was negative. Exhibit (13) pertains,

12. (U/FOUO} On 048ep14 ancl 12Sep14, records checks were performed cor[ |
Exhibits (14) through (15)

pertain,

13. (UY POUO) On llSepi4, the area surrounding the residence was

documented in order t6 “getabl ieh une meroximity of the residence wnere the
drone was being Fiowt ta the fence line of MCRD San Diego. Exmibit (17)

pertains.

L4. (U/POUO) On .1l$sepi4, civilian, was incarviewed in

referarncea to his discovery of the drone aboard MCRD San Diege on i4Augia,

provided information about how he found the drone while curring

qyass near Gate 2 aboard MCRD San Diego, Exhibit {18} pertains.

15, (U/FOUO) All legical leads Have bean completed. This cage is closed.

OLS TR EBTION

NOISHO: 0022

TNS CG, MCRD San Diego (H)} /MWMM/MWFO/SJA MCRD San Diego

WARNING
TMIY DOCUMENT £9 THE RROPSEYY OF THe NAVAL CRIMINAL puvagyrgaTive SERVICE
CoN eh HAS? BE (OLTSCLOSED SEY TR PERERA WHOSE BEFICIAL ourrras sintntarir

Page 3 of 4 “4 ACC? MREE To CONTENTS MAT WOT ar ATSELGSS0 PO THE PARTY ie} Co Te

Writer SPRCITPIC APTHORTEATION FROM THE NAVAS, CeOeENAL ZHVESTIGATIVE S@RViICe

FOR OFFICIAL WE ONLY
Printed on 26IFEBI20%6 14:41 UNCLASSIFIED
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: ISAUGIS-MWMM-6001-3YMA/C N9Octi4

iH)

WARNING
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UNCLAS / /FOUO

INVESTIGATIVE ACTION G9OC

CONTROL:

e
y

d
o
d

a

TSAUG14 -MNMM-6001-5YMA/C

I/MCRD SAN DIEGO/CIVELIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

({U/FOUC) RESULTS OF NOTIFICATION AND SCENE EXAMINATION

L. (U/FOUO) On 1l4Augi4a, Reporting Agent (RA) was contactedby the U.S.

Marine Corps Criminal Investigation Division (CTD) aboard Marine Corps

Recruit Depot (MCRD} San [Dieqo stating at approximately 0938 hours, a drone

and a battery were found by ((P)(6), (o)(7)(C) contract.landscaper, in the

Qrassy aréa near Gate 2. Upon arrival at approximately 1106 hours, RA and

Participating Agent (PA) (B)(6), (BNC) __ [conducted a ‘ecene
GocumentatLon.

2.(U/FOUO} The drone was located within approximately 25 feerc from the fence

line and within approximately 100 yards South of Gate 2 in a grassy area

contained trees and other vegetation. This grassy area ig locatedthat orniy

Seutheasc

drone was

separated

the drone

of the intersection of Henderson Avenue and Bellean Avenue. The

located near the base of a palm tree and the battery, which was

From the drone, was located within approximately 20 feet Wast of

in the sane grassy area. The drone and battery were seized as

evidence and placed in the NCISRA Miramar evidence repositery under log

number 141-14. Photographic coverage was completed. All pertinent

photographs are appended as Enclosure (A). Enclosure {(B) contains a Cb of

all the photographs that were taken during the scene documentation.

ENCLOSURE(3}

(A) (U/FOUC) Hight (8%) Photographs from Scene

Documentation/i4Augi4

{B) {U/FOUO) One (4) ¢n Containing All Photographs Taken/i$Sepi4

REPORTED By (O)(6), (b)(7)(C)

OFFICE:

Special Agent

C8 MIRAMAR

WARNING

Page { of | ACU#RS- HERRTO CONTENTS MAY NOT Sf DYSOCLGSER TO PE PARTY. 47) CanceAvED

WITHORY SPECIFIC AUTHORISATION PROM THE KAVAL CRIMIRAL ENVESTIGATEIVE SERVICE

FOR OFFICIALAISE ONLY _ hese

Printed on 26/FEB/2016 11:45 UNCLASSIFIED EXHIBIT ¢ | )
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NAVAL CRIMINAL INVESTIGATIVE SERVICE

PHOTO {APH FOR A

1. OFFICE CODE: MWIIM

2. TITLE: 3. Cove:

15AUG14-MWMM-6001-I/MCRD SAN DIEGO/CIVILIAN

DRONE FOUND NEAR GATE 2 OF

MCRD SAN DIEGO

BSYMA Special Agent, NCIS:

PHOTO TAKEN:

(V6), OC) | Special

Agent. NCISRA Miramar,

8/14/2014

IDESCHIPTION:

This photograph depicts the overall view of where the drone and battery were

found in grassy area near Gate 2.

NCIS 5580/91 (Rev 06-2010) PREVIOUS EDITIONS ARE OBSOLETE

PHOTOGRAPH (1 of 8 ) ENCLOSURE (A )
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NAVAL CRIMINAL INVESTIGATIVE SERVI

3
b
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P
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e
e
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°. cori

YMCRD SAN DIEGO/CIVI AAN (15AUG14-MWMM-6001-
DRONE FOUND NEAR GATE 2 OF | SYMA
MCRD SAN DIEGO

5. SUMMARY/DESCRIPTION:

This photograph depicts the overall view of where the drone and battery were

found in grassy arcu near Gate 2.

#97 ¢ Fev 06-201 0) PREVIOUS EDITIONS ARE OBSOLETE

PHOTOGRAPH ( 2 of 8 )

000029

FOE), ©) (7)(C)

s Relinchenh thats
Papoie MleStock

4. AGENT'S NAME:

Special Agent, NCIS

MS. PHOTOGRAPHER) DATE
PHOTO REN:
b)(6), (b)(7)(C) Special

irumar,

8/14/2014

ENCLOSURE (A )



NAVAL CRIMINAL INVESTIGATIVE SERVICE

1. OFFICE CODE: MWMM-

| | oe ~ ys. CON:

U/MCRD SAN DIEGO/CIVILIAN § 15AUG14-MWMM-6001-
DRONE FOUND NEAR GATE 2 OF J SYMA

MCRD .
5. SUMMARY/DESCRIPTION: — a $6, PHOTOGRAPHER! DATE

‘PHOTO TAKEN:

_| Speciat

Agent, NCISRA Miramar,

R/P4/2014

This photograph depicts the overall view of where the drone und batlery were

found in grassy area near Gate 2.

NCIS 5580/97 (Rev 06-2010) PREVIOUS EDITIONS ARE OBSOLETE

PHOTOGRAPH (3 of 8 ) ENCLOSURE (A )



NAVAL CRIMINAL INVESTIGATIVE SERVICE

tp MRR eeee

sae it
Mie gee

oes
ee RS

1. OFFICE CODE:

‘UMCRD SAN DIEGO/CIVILIAN 15AUG14-MWMM-6001- (8), (0)(7)(G)

DRONE FOUND NEAR GATE 2 OF [5YMA Special Agent, NCIS

MCRD SAN DIEGO
5, SUMMARY/DE SCRIPTION: "6. PHOTOGAAPHEH DATE

PHOTO TAKEN:

(6), ()(7)(C) Special

Agent, NCTISRA Miramar,

s/l4/2014

Th photograph depicts the midrange view of drone.

NCIS 5590/91 (Rev 06-2010) PREVIOUS EDITIONS ARE OBSOLETE

PHOTOGRAPH (4 of8 ) ENCLOSURE (A. )

000031.



1 enon wen: ces aH

3. CCM: §. AGENT'S NAME:.

15AUG14-MWMM-6001-

|SYMA

4(5)(6), (b)(7)(C) |

Special Agent, NCES

UMCRD SAN DIEGO/CTVILIAN

§. SUMMARY/DESCRIPTION: "6. PHOTOGRAPHERY DATE

PHOTO TAKEN:

b)(6), (b)(7)(C) Special.

§ Agent. NCTISRA Miramar.|

8/14/2014

This photograph depicts the closer view of drone.

NCIS e800) (Rev 06-2010) PREVIOUS EDITIONS ARET OBSOLETE

PHOTOGRAPH(5 of8 ) ENCLOSURE(A )
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4. OFFICE CODE:

oti : ’ sanasmnas

YMCRD SAN DIEGO/CIVILIAN 15AUG14-MWMM-6001-

§ DRONE FOUND NEAR GATE 2 OF ESYMA g Special Agent. NCIS

EMCRDSANDIEGO _— | a a
5. SUMMARY/DESCAIPTION: . —_ § 6. PHOTOGRAPHER/ DATE

§ PHOTO TAKEN:

This photograph depicts the closer view of main mechanisms of drone. g0)(6), (0)(7)(C) Special |

| Agent, NCISRA Miramar.

8/14/2014

NCIS 5580/91 (Rev 06-2010) PREVIOUS EDITIONS ARE OBSOLETE

PHOTOGRAPH(6 of 8 ) ENCLOSURE(A )



NAVAL CRIMINAL INVESTIGATIVE SERVICE

PHOTOGRA’

UMCRD SAN DIEGO/CIVILIAN #15AUG14-MWMM-6001- gc)(6), (B)(7)(C)
IDRONE FOUND NEAR GATE 2 OF 95YMA |Special Agent. NCTS

§ MCRD SAN DIEGO| F

S. SUMMARY/DESCRIPTION:
: 

6, PHOTOGRAPHER! DATE

PHOTO TAKEN:

This photograph depicts the midrange view showing the distance between the OV), (OXME) Special)
drone and the battery [white placards mark the locations of the drone (on the Agent. NCISRA Miramar,
tight) and the battery (on the lefty, g 8/14/2014

(31 (Rev 06-2010) PREVIOUS EDITIONS ARE OBSOLETE

PHOTOGRAPH (7 of 8 } ENCLOSURE (A )



‘y. OFFICE CODE: MWMM

TITLE: . 3. CON:

I/MCRD SAN DIEGO/CIVILIAN 15AUG14-MWMM-6001-
| DRONE FOUND NEAR GATE 20F [5YMA

§. SUMMARY/DESCRIPTION:

This photograph depicts the closer view of battery,

NCIS 5580/91 (Rev 06-207 GO) PREVIGUS EDITIONS ARE OBSOLETE -

PHOTOGRAPH(8 of 8 )

Agent. NCISRA Miramar,

8/14/2014

ENCLOSURE(A )

000035"
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ / FOUO

INVESTIGATIVE ACTION asocri4

CONTROL : I5AUG14 -MWMM-66001-S5YMA/C

I/MCRD SAN DIEGO/ CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

(U/POUO) RECEIPT of star sHEeT For [®)(6) (()C) | CIVILIAN

1. (U/FOUO) On 14Aug14, Reporting Agent (RA} received the Stat Sheet

cantaining (b)(6), (b)(7)(C) _jinformation from the U.S. Marine Corps

Criminal Investigations Division (CID) aboard Marine Corps Recruit Depot

(MCRD) San Diego. {(b)(6), s a landscaper that found the drone in the
grassy area adjacenf’Té"Gate 2 aboard MCRD San Diego. reported to

che Provost Marshal's Office that while conducting langgeani he moticed a

ramote control plane and a battery with wires. Enclosure iA) contains the
Stat Sheet.

ENCLOSURE(S)}

{A} (U/FOUOG) Stat Sheet forx|(b)(6), L4Augl4

REPORTED By:(b)(6), ()(7)(C) | Special Agent
OFFICE: RESIDENT AGENCY MIRAMAR

WARNING
SHIS CNAUMENY 2g wee FROPERTYOF THE Rint hind PES QUBSTIGATIVG, geevrce
CONTENTS NAUY BS RYSCRSeSS ONEY TO PERSONS WHOSE UPPICTAL DUTIRT REQUIRE

Page 4 of ACUEES HRA TO CONTENTS MAY NOTBH OIECHOGED 70 THR PARTY{5) CONCERNED

oe ; WITSOUE. ROREPLC AITINORIIatroe PRoM ee BAWAL CRIMINAL INVESTIGATIVE fERVICE

FOR OFFICIAL USE ONLY : ceuuus uwetwenmnnn vn

Printed on fA/FEB2018 11:43 UNCLASSIFIED
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Page 37 redacted for the following reason:

(b)(6), (DX7KC). Page (37)



.STAT SHEET

LOCATION:

REMARKSINOTES: _ ai6-ZE Lubec Pr Lecteyercy
niet Me Aasicet whut/

 2
4¢€. ae Leake. eeft MATa : atastle

Af fKe_ 4 Graswants. ableu
Z A Sis

Time Name_ —e fait,
Tame Name es Unit
Time. Neme_. : Unit se

Time Name ; Unit :

Time_- Name. Unit,
Time Name_- : Unit

ENCLOSURES:

i, Pia

2. 8.

4, 19. H

|

mS ; Enclosure (Aj
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ /FOUO

INVESTIGATIVE ACTION 0485 ig f
o

a
k

CONTROL : 15A0G1 4-MWMM-6007-SYMA

I/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GAT 2 OF MCRD SAN DIEGO

EXAMINATION OF QUAD-ROTOR COPTER

BACKGROUND

1. (0//FOU0) Special agent{b)(6), (0)(7)(C) | Naval Criminal Investigative
Service Resident Agency Miramar, CA, requested digital forensics suppert.

relared to her investigation of a suspicious incident that occurred aboard

MCRD San Diego, CA, on 14AUGI¢.

REQUEST

1. (U//FOUO}) On 14AUG14, a "civilian drone" was found abandoned in a arassy

area néar gate_2 aboard MCRD. This device included an installed camera.

b)(6), equested examination and recovery of any photedraphs
dé svored on this device.

Special Agent

‘Or video foot:

LEGAL AUTHORITY

i. (us /FO00) Evidence submitted in this case was deemedas abandoned
property

EVIDENCE

1. (U//POUO) Ltems submitted for examination included the following:

ECE 143

vt
as

1A

il Flamewhee? F450 Quad-roter Copter

ECD i41-id, Item ‘°B?

Battery Pack

EXAMINATION

2. (v//Rou0) The following installed components were identified on the DUT

FPlamewheel F450 quad-roter copter:

A. Nava-M R/C Plight Conrrel Module

5. Foxtech ‘PES2W 5.8 GHez Videc Tran

Cc. Sony Color cca Camera, model 60354

2: (Uf /FOUO} No on-board digital storage was identified. Based on the

installed components it appears that video data was transmitted from the

on-board camera and a separabe receiver.

2. (U// F080) No on-board compass cr SP

device.

modules were installed on thisa

SONCLUSLON

Lt. (U//FGQUO}As this device did not contain any identified digital storage,
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no additional exariindtions were conducted.

REPORTED BY: [O)(6), O7)(C)_| Representative
OFFICE: PACIPIC CYBER OPBRATIONS
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U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ /FOUG

INVESTIGATIVE ACTION Hsoc;rTs

CONTROL: 1SAUGL4-MRMM-~6001-Sy_MA/C

T/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DTEGO

(U/FOUO) RESULTS OF INTERVIEW OF ()(6) (b)(7)(C) USMC

L. {U/FOUO} On 18Augl4, \(b)(6), (b)(7)(C) | Military Police Officer aboard
Marine Corps Recruit Depot (MCRD) San Diego, was interviewed in reference to
an unidentified flying object (UFO) seen earlier in the day. As background,

on 28Augli4 Reporting Agent (RA) was notified by the U.S. Marine Corps.

Criminal Investigations Division (CID) aboard MCRD San Diego that police.

officers at Gate 2 had seen an UFO off. base in the distance. RA responded

ho MORD San Diego to obtain more information about the UFO that was

seen.

2. (uf FOUG} (V6) (MMC) | stared he was working the Provost Marshal's Office
desk when he received a call reportinga UFO was seen. He further stared he

tried to take a picture of it witha camera when he went outeide, but he

could not get the cameraset up fast enough. He deseribed the object as a

dark in color, round object with a hint of silver and ir had something

hanging from it on a string. {(b)(6), (0\(7)(C)| said the object was located in

front of the U.S. Postal Service building but was higher in the air than the

top of the building and astimated the object’s height in the air to be 1000

feet. {(b)(6), (0)(7XC) |reperted he drove te Gate 2 where the gate guards were

located that reported seeing the UFO.

3. {U/FORO) (6)(6), ()(7(C)} was unable to provide any additional pertinent¥

information.

reporrep py {b)(6), (0)(7)(C) | Special Agent
OFFICE: RESIDENT AGENCY MIRAMAR
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UNCLAS//FOUO

INVESTIGATIVE ACTION O9DCT14

CONTROL : LSAUG14 -MWMM- 6004 -S¥MA/C

T/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

(U/FoUO) RESULTS OF twreRviEW or [P)(6), (O)(7)(C) USMC

(6), (b)(7)(C)1. {(U/FOUO)on ieaugia, |?) USMC, Gate Guard at Marine. Corps
Recruit Depet (MCRD) San Diego, was interviewed in reference to an

unidentified flying object (UFO) seen earlier in the day. As background, on

18#Augi¢d Reporting Adent (RA) was notified by the U.S. Marine Corps Criminal

Investigations Division (CID) aboard MCRD San Diego that police officera at

Gate 2 had seen an UFO off base in the distance. RA responded to MCRD San

Diego to obtain more information about the UFO that was seen.

2. (U/PoUG)(O)(6), (b)(7)(C)_ | stated he observed an object in the distance thar

looked like a silver balloon with an aimost blimp shape and an object

undernéath in. He further stated the object was moving in a left and right

pattern. while stopping, hovering, retating, and spinning around.

reported he observed the object. for approximately five minutes. He

further reported if you are standing at the guard shack looking out of Gate

2, the object was located at the 1:00 position in front of the U.S. Postal

Service building stated thinks this is the name of the big

cement builditig located near MCRD Sah Diego). gaid rhe object

was floating outsidethe base and was niet near MCRD's fance Line and it was

never on base. was unable to recail the exact time he saw the

object, but stated the time was written in the logbook.

3. (U/FOQUO) A copy of the log book entry was obtained and is appended as

Enclosure (A). was unable to provide any other pertinent

information.

ENCLOSURE (S}

{A} Copy of Lagbook Entry from 18Augi4/18Augl4

REPORTED BY: Special Agent

OFFICE: RESIDENT AGENCY MIRAMAR
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ /FOUO

INVESTIGATIVE ACTION OgaCria

CONTROL : 1SAUGI14 -MWMM-6001-SYMA/C

L/MCRD SAN DIEGO/CIVILIANDRONE FOUND NEAR GATE. 2 OF MCRD SAN DIEGO

(u/Fouo) rEsuLTs or interview oFf)) (OO) lorvritan

1. {U/FOUO) On 18Augi4,| | Civilian, Federal Police Officer at

Marine Corps Recruit Bepat (MCRD) San Diego, was interviewed in reference to
an unidentified flying object (UFO) that had been seen earlierin the day.

As background, on 18Augl4 Reporting Agent {RA} was notified by the U.S,

Marine Corps Criminal Inveatigations Division (CIB) aboard MCRD San Diego

that police officers at Gate 2 had seen an UFO off base in the distance. RA

responded to MCRD San Diego to obtain more information about the UFO that

was seen.

2: (u/rouoll Jstated at approximately 1615 or 1630 hours, he and Lepi
USMC, MCRD San Diego gate quard, were standing at the gnard

shack at Gate 2 checking traffic when an individual came through the gate

‘and pointed to the UFO. He further stated the object appeared to be

hovering over Midway (the name of a nearby street). [[ |reported the

object would elevate, move left, move right, then move around. He further

stated the object started to e and. when the police units. arrived at

the gate, it was hard to see. estimated the UFO was in view for

approximately15 to 26 minutes. He further reported the object has an aval

shape and was black with some gray colors and a solid white box on the

hotteam.

3. (U/FOUO) [| was unable to provide any other pertinent information.

REPORTED sy : (6)(6), (b)(7)(C) | Special Agent
OFFICE: SSIDENT AGENCY MIRAMAR
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS// fOU0

INVESTIGATIVE ACTION O9OCTIA

CONTROL : 45A0G14~MBMM-G6001-SYMA/C

I/MCRD SAN DIEBGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

{U/FOUO) RESULTS OF INTTIAL contact wire (PX6), YC) | usn

‘i, {U/FOUO) On 2lAugl4, Reporting Agent (RA) wag contacted by Agent

U.S. Marine Corps Criminal Investigations Division (CTR) aboard Marine

Corps Recruit. Depot {MCRD) San Diego stating a female called the Provost

Marshal's Office desk inquiring about a "quadcopter® that was lest near MCRD
San Diego. RA obtained the female's contact infoxmation. RA made contact

with the Female who ultimately was identified as USN.

After a telephonic conversation with 7

, tlivilian, and , civilian, were

identified as the fliers of the "quadcopter" she was inaeirina about.

Interviews were scheduled with

REPORTED BY: Special Agent

QFPICE: RESTDENT AGENCY MIRAMAR

WARNING
THIS DOCUMENT J@ THN PROPERTY OF TRE WAVAL CRIMINAL INVESTIGATIVE S8RVICE

COMFENTS MARY BE DISCLOSED QNBY TO PRASORS WHOSE OFFICIAL DUTIgs negra
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FOR OFFIOYAL USE ONLY

UNCLASSIFIED
U.S. NAVAL CRIMINAL INVESTIGATIVE SER VICE

UNCLAS/ /Foud

INVESTIGATIVE ACTION

O89O0CT14

SONTROT, +SAUG14 -MWMM-¢ogo3 - SYMA/C

T/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DrEG
(0/FOU0) RESULTS OF INTERVIEW op (XE). ()7NC) | crvtnran

i. (U/FOU0) on 228u
Civilian, in y
Marine Corps

g14, Reporting Agent (RA)eference t6 hig knowledge of che drone thakRecruit Depot (mMcrp} San Diego on l4Augia.Was. identified ag one of the individuals that were flying a
PRR Rane art chat was lost in the vicinity of meen San Biego around the same
timeframe the drone was found aboard morp San Diego. Enclosure (A} contains

his statement. algo provided pa With @ picture of the. "quaticopters
f Placed on Craigslist when he sold it; Snclosure {B)

2rtains,

ENCLOSURE (3)

(A) (U/FOUG} Sworn. ¢
{B) (u/Fouas

interviewed (6), ()(7)\C) |
was found aboard

4s background,

Eatement of {b)(6), (b)(7\(C) bozmugs4Picture of Quad~Copter/Undated

REPORTED py: [b)6), ()(7)(C) _| speciai agentOFFICE; RESIDENT AGENCY MIRAMAR

RE Ofscrasen zo nage PARE ES! coy
Printed 26/FEB/2016 14:43
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'b)(6),
b)(7)(C) b)(6), (b)(7)(C)

Sworn Statement oteb)(6),(OS), F2Agg4
5)(9),
(b)(7)(C)

(ers ahd

b)(6). (B)(7)(C)

Place: NCISRA Miramar. és ide 7208 MCAS Miram
’ xb)(6), (8)(7)(C)

Date: 22Aug14

Upe (©) | Civilian, make the following free and voluntary statement to Special Agent
BRT whom | know te be a represeritathe of the United States Navai Criminal Investigative

Service, [ make this statement of my own free will and without any threats made to me or promises

extended. | fully understand this statementis given concerning my knowledge of the (56) (by 7(c

uadcopter that was found aboard Marine Corps Recruit Depot San Diego last week.
(b)(9),
(b)(7)(C)

or identification purpases, lam aA | male standing| inch tall and weighing pounds, |
ave hair that is presently shaved and eyes. | was born on Mysocial

ecurity number i: rama U.S. citizen. i work for Shitty Red Trucks (SRT) Flooring where |.

have been Working three vears. [tis located on Powder Horn Avenue in Chula Vista, CA, 84+ sttenne i

My cell phone nurnber i:

| got the Dji Phantom from Orange County from a craigslist post. i was approximately 3 months ago

when | first purchased it. | intended to attach a go pre te it to film motocross. | worked at getting it flight

ready but could not get it to fly strait after a month. | then posted it back on Craigslist to see if | could

turn a profit on it. ended up trading it te ‘ast name unknown), the person that answered the post,

for some Airplanes and controllers and a flight simulator approximately 2 menths ago. He was able to

petet flying and | went back to see whar | had done wrong. During that flight test at around noon

Wednesday of last week, it went out of control. It flew towards MCRD beforewe Jost sight of it, We

were flying it only a short distance away(half a block away) in military housing at the time that we lost

control. Wé are actually able to see the gate *--"*-—-" “-TMm street, [fo ee wore we trying to

use quadcapter for sny wronpful purposes.

The brand of the drone is DJl. it has four arms with roters on them. caciare has its own speed
controller zip tied in place. All the wires lead back to a Naza flight controller. It also has a 5.8 gH2

transmitter and first person view camera for a video feed to see where the aircraft is going. tt transmits

to a screen or ; '” #ere not being used at the time. They do not have any recording

apabilities.

ifter we lost sight of the Drone | went home. | dan’t know why it toox so long for to ask for it back.

felt ike maybe something | had done to make it Ay out of control-sa | want ta help him get it back. |

know frorn selling him the quadce — : friends with him because of our common

terest in the remote controlled hobb:

iis statement consisting of this page and 1 other pape was typed by me and Special Agent

as we discussed its contents. [have read and understand the above statement. 1 have been

given the opportunity te make any changes or corrections | desire to make and have olaced mv initials

over the changes ar cnrrertinns, This state

Signature:

we lof2

ee A

‘Enclosure (A)
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b)(6), (b)(7)(C)

Sworn to and subscribed to me this 20 tay of
i236 hous MCTse4 ire

worn Statement of icy

b)(6), (b)(7)(C)

5G), |22Augia

inthe year ZOLY at

oAdoa Tae

Witnessed:

b)(6), (b)(7)(C)

UTH: DERIVED FROM ARTICLE 136,

UCMJ(10 U.S.C 936) AND 5 U.S.C. 303

/

/

b)(6), (b)(7)(C)

ra

\

b)(6), (b)(7)(C)

Page 2 of
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(b)(6),
(hVi7ViC}

(b)(
b

L Sworn Statement of 25Aup14 wi

. b)(6),
A#ace; NCISRA Miramar, Bldg 7208 MCAS Mirema tPNTCh

ee

Jate: 25Aue1.

Civilian, make the following free and-voluntary statement to Special Agent

wham | know to be a representative of the United States Naval Criminal investigative

Service. | make this statement of my awn free will and without any threats made to me or promises

extended. [ fully understand this statement is given concerning my knowledge of the drone or

quadcopter that was found aboard Marine Corps Recruit Decot San Diego.

For identification purposes, |! ama male standing Inches tall and weighing

peurids. | have hair ane eyes. | was born on . My social security

number is lama U.S, citizen. fwas in the U.S. Navy and | am not sure of the exact date of

my end of active service, but estimate it to be approximately 8 years ago. | was an ES. | ama stay at

home dad. My acdress is . My cellphone number i:

uit Ger Pe

It was aprox jul 12 when i received a dji 450 black and grey,thru trade via craigslist from

{unknown jast name)it was in pieces when | received it but was assured tt worked | traded 2 foam re

planes ,an re controller and an rc flight sim.aprox 3 weeks had passed and | now had it in working order

with the heip of the focal habby shop ben at EZDRONE 6920 miramar rd sti40 but still had some

discrepancies. | added a sony fpv tvl 700 camera(the kind that will mot record}

_ and a skyzone sky-txS2w transmitter and a 3s lipo battery | had obtained from a pior deal the battery

was wraped in several layers of black tage for protection | added only the last layer of tape. an

wednessday august 13 at aprox 1200 came over ta my house located across the street from

merd{ witch is mil. housing) to see the work done at this point and asses the situation,

wile was flying the craft infront of my houseit was above head when the wind took contrél and

power was lost it malfunctioned and was bust in the direction Of merd .} then commed the streets

looking for the quad after not finding it | assumed it had janded on the base but did not go to get it

because ofI had lost my military dependent ID | week prior and1 did:not know where to go. iin no way

did | ever intended to do anything but fly this craft for rec. perposes and was not filming anything

because the camera was only taped on and not working because it was not finnished. the reason so

much time had passed before I claimed the craft was | was in fear of the problems anavy MA

whauld face and the grief she would put on me because we had already had problems in the hause.

Alter several days hadi passed | informed if the misshap she then took the proper steps to

locate the craft but am unsure of who was ¢ontactéd,she then informed me that ncis would like to

speek with me

i$ Statement consisting of this page ahd 1 other page was typed by mé and Special Agent

as we discussed its contents. | have read and understand the above statement. [ have been

given the opportunity to make any changesor corrections | desire to make and have niaced my initials

over the changes or corrections. This statement is the truth te the best of my knowledge and belief.

Page Lof2

EXHIBIT (9)
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Sworn Statement off Pei) 25Augia

Signatur

Sworn to and subscribed to me this a"

WAT bring at Nersen

b)(6), (b)(7)(C)

un iramar Buin (208
Witnessed:

b)(6), (b)(7)(C)

Se. ari

UCMI(10 US:C.936) AND 5 U.S.C. 303

Page 2 of 2
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\ rn Statement of DEMAREST 25Aug1

ace: NCISRA Miramar, Blde 7208 MCAS Miram:

ite: 25Aug1.

USN, make the following free and voluntary statemert te Special Agent

whom | know to be 2 representative of the United States Naval Criminal investigative

Service. [ make this statement of my own free wit! and without any threats made to me or promises

extended. | fully understand this statement is given concerning my knowledge of the drone or quad

copter that was found aboard Marine Corps Recruit Depot Sar Diego.

of identification purpases. | ama female standin; = inches tall and weighing sounds. { have

hair and eyes. | was born on Ay social security number

is iam 4 U.S. citizen. My command is Command Navy Region Southwest, Harbor Patre!|

init (CNRSW HPU}, My address is. My cell phone number i

bought a quad copter off of Craigslist in early July 2014 (before the 19°}

from {i don’t know his jast name). After brought it home, he started to put it together when

he noticed |t was having some problems with the way it wes flying. One day last week came over

to our howse while i was at work anc vas showing him what was wrong with the quad. When

was flying the quad, the wind tock it out of thelr view; it flew aut of the boys’ sight and they

weren't sure what happenedto it. After cooked for it, and didn’t find Kk, he decided it was los

told me about the incident when i pot home on Tuesday the 19". | assure he didn’t want to

bother me with the information of lasing this expensive toy and that is why he did not tell me about it

when it happened. On Wednesday the 20", | called MCRD Desk Sergeant to find out ff it had gone on the

base. The Desk Sergeant took my name, phone number and address and tald me someone will get in

contact with me. A while fater, who | know to be an NCIS agent, had called me back to

set up an interview, | hac call right after | got off the phone with

»he quad copter looks rectangular, black in colar, with four propeller arms. It had a camera lens and a

battery attached to it with a lot of wire

dnisis a hobby picked up last December because i had bought him a mini RC (remote control)

helicopter for him ta fly. He did not intentionally fly the quad copter over MCRD base.

inis statement consisting of this page and 7 other page was typed by me and Special Agent

is we discussed its contents. | have read and understand the above statement. | have been

fiven the opportunityto make any changes or corrections | desire to make and have placed my initials

over the changes or corrections. This stat if my knowledge and bellef,

Signature

Sworn to and subscribed to me this 2S ay of August. in the year Mote at

Page Lof2

EXHIBIT ([D)
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rm Statement of DEMAREST 25Augi)

Witnessed:

UCM(20 U.S.C 936) AND 5 U.S.C.303

“The following Questions Lag asket bee SF and
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UNCLASSIFIED

‘TIGATIVE SERVICEU.S. NAVAL CRIMINALINVE:!

UNCLAS/ /Fouo

INVESTIGATIVE ACTION O90CT14

CONTROL: iSAUG14-MWMM-G001-SYMA/C

T/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

(U/FOUG}) RESULTS OF OMPF REVIEW FO&(b)(6) |. USN

1. (U/POUO) Gn 26Augi4, pea Agent (RA) obtained the Official Military

Personnel Pile (OMEF) of [(b)(6), (b)(7)(C) | UsN, from the Defense

Personnel Records cntownatien’ Retrieval System (DPRIS). The review
disclosed the following personal as well as professional data:

Personal Prnformaricn -

b)(6), (b)(7)(C)

ea ee a orars

Date Entered Military: 248ep02

Last Reenlistment: 25Febid for two years

2. (U/FOUO) No other pertinent or derogatory information was found.

reporTED BY: (bX), (D)7)(C) | special agent
QOPEFICE: RESTDENT AGENCY MIRAMAR

WARNING
TELS DOCUMENT: ISTHE PROFERTY OF THE NAVAL CRIMTRAL INVESTIGATIVE SERVICE

COMYENTS WAGE BR OLECLOSED ORLY TO PEOSUME WiUSE OFFICIAL UPYIES REQUIRE

Page 4 of ACCRSS. feRE TO CONTENTS Mar wor de ciMcuGeso 7 THY PARTYTH) ConCeRvED

WITHRUY SPECTPIC AUTHORIZATION PRUR TRE NAVAL CRIMTNAL INVEST IOS SOT Te oom
FOR. OFFICIAL WSE ONLY j | .

Printed on 26/VEBI2016 13:43 UNCLASSIFIED EXHIBIT (F1)
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ / FOUO

INVESTIGATIVE ACTION 
O96CT14

RONTROL: L BALL 4 -MUMM-GO01-S¥MA/C 
|

abe

E/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

(U/POUO} RESULTS OF REVIEW OF OMPP FoR (5)(6), (6)(7)(C) /| CIVILIAN

1, (U/FOUO) On 26Augl4, Reporting Agen {RA) obtainedthe Official Military
Personnel File (OMBP) of (b)(6), (b)(7)(C) civilian and former U.S. Navy
Service Member, from the Defense Personnel Records Information Retrieval
System (DPRIS}. The review disclosed the Following personal as well as
professional data:

=

B)(6). (YC)
= be

Citizen: U.S.

Address: [b)@), OO |
a

Separation Date: 24kpro5

Reason for Separation: Misconduct - prug Use

Military Branch: wU.s. Navy Active Duty
Last Duty Station: HSL-41, NAS North Island, cA

Disciplinary Information:

b)(6), (b)(7)(C)

2. (U/FOUO) A copy of DEMAREST's Certificate of Release or Discharge from
Active Duty, Administrative Separation Memoraridum, and Court Memorandum are
appended as Enclosures (A) through {¢). No additional pertinent information

was obtained during the OMPF review.

ENCLOSURE ($}

‘AL (U/FOUS) ((b)(6), (b)\(7)(C) |Certificate of Selease or
Discharge Trom Active Duty/Mulctiple Dates

(B) (U/POUe) {b)(6), (b)\(7)(C) | Administrative Separation
Ménioran dum/L2Apros

(C) (u/FoUO) (b)(6), (6)(7)(C) Court Memorandum/O2Mar05

REPORTED By: (b)(6), (6)(7)(C) Ispecial Agent
OFFICE: RESIDENT AGENCY MIRAMAR

WARNING
FETS DOCOMENT 36 TH# PROPERTYOF THE WAVY CRIMINAL INVRGTIGATIVS SERVICECONTENTS MABY BE DISCLOgKA ONLY TG FERGONS wnOSE OPFICEAL LWTTES REQUIREPage 4 of RECKSS SERE 2. COMPENTS MAY NOT AR DISCLOSED TO TRE PARTY ia) coNcCERNEP
WETEGET SPECTIVE AUTHORIZATION PROX THE NAVAL CEFOR OFFICIAL USE ONLY

Printed on 29/FEBI2016 11:42 UNCLASSIFIED EXHIBIT (2)
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Pages 37 through 59 redacted for the following reasons:

(b)(6), (b)(7)(C): Pages (57) - (59), Enclosures (a) - (c)



¥OR OFFICIAL USE ONLY — LAW ENFORCEMENT SENSITIVE

DEPARTMERT OF THE ARMY

US ARMY CRIMINAL INVESTIGATION LABORATORY

4930 N 31° STREET

FOREST PARK. GA 36297-5205

Latent Prints Report USACIL: 2014-CiD 1314-44668

To SPECIAL AGENT [N CHARGE Date of Report: 28 August 2014

NAVAL CRIMINAL INVESTIGATIVE LA Number: 1SA0G14-MWMM-6001

Ege Type of Exam: Latent Prints

RESIDENT AGENCY MIRAMAR

BLDG 7208 GONSALVES AVENUE

MCAS MIRAMAR CA 92145

RESULTS OF EXAMINATION

The following resulis-are apinions and interpretations formed using accepted scientific and professional

practices.

I. Processmg and analysis of Exhibits ! and 2 revealed one latent fingerprint on Exhibit 2 (battery tape)

suitanle for identification,

2. No record prints were subniitted with this case, thus no comparisons were conducted.

3. Fhe latent fingerprimt on Exhibit 2 was submited for Automigted Fingerprint Identification System

(APIS) search. APIS search results are currently negative. De not keep this case open. USACIL will

generate a report tf this fingerprint is ever identified. This fingerprint was entered into the unsolved latent

database.

4. Images of the latent fingerprint remain on file.

DISPOSITION OF EVIDENCE

Unless otherwise noted, evidence received in this case will be returned secerding to laboratory policy.

items may have been altered to take samples required for examination or to recover materials from the

item. If recovered evidence was collected and preserved during laboratory examinations, the material is

being returned with the item from which it originated.

FOR OFFICAL USE ONLY — LAW ENFORCEMENT SENSITIVE

LP Branch Repod - Approvee - Ver.4 [|

Page i of 3
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FOR OFFICIAL USE ONLY -- LAW ENFORCEMENT SENSITIVE

USACTIL Number: 2914-0113 1-1468 Date of Report: 28 August 2014
1A Nomber: iSAUG/4-MWMM-6001

(b)(6), (0)(7)(C)

FOR orryaL USE ONLY - LAW ENFORCEMENT SENSITIVE
LP firanth Rept - Approved . Ver,| 

CJ
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USACIL Nember: 2014C1D131-1468

IA Number: 1540G14-MWMM-6061

FOR OFFICIAL USE ONLY - LAW ENFORCEMENT SENSITIVE

Date of Report: 28 August 2014

Latest Prints Exhibit List

Exhibit # | Exhibit Description ECD # Item | Received Date

| Drone with camer E4l-14 A RPO

| 2 | Bais} 141-14 B S/21 2014

QO0062

FOR onnyiat USE ONLY — LAW ENFORCEMENT SENSFFIVE
LLP Branca Report - Approved - Vert
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ /FOUO

INVESTIGATIVE
 ACTION 

—_

CONTROL : LSAUIG 4 -MWMM-6001-SYMA/C

T/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

(U/FOUO) RESULTS OF RECORDS CHECKS.FoR {P)(6), (EMC) | vsn

2. {U/FOUO} On 04Sep14 and 12Sepl4, records checks were conducted for

| USN, in the following databases: Automated Regional

Jvustice Information System {ARJIS), National Crime Information Center

(NCIC), National Law Enforcement Telecommunications System (NLETS), Defense

Central Index of Investigations (DCII), Consolidated Law Enforcement

Operations Canter [CLEOC), Joint Personnel Adjudication Svstem (JPAS}), NCIS

Knowledge Network (K-NET), and the Department of Defense Law Enforcement

Information Exchange (DDEX).

2. {U/FOUO) No pertinent information was found during the records. checks.

REPORTED By : |(b)(6), (b)(7)(C) | Special Agenc

OBRFITCE: RESTPENT AGENCY MIRAMAR

THIS DQCUNENT I TRE PROPERTY OF OTHE _RAVAS CRIMINAL LAVBSTIGARIVE SERVICE
CONTENTS MARY BR DISCLOSMD ONOY TO BRRGONE WHOS OFPICIAR POTENE REQUIRG

Page 1,of 1 ACGHES. BRR TO CONTENTS MAY MoT AN DISCLOURD TO THR PARTY £2) CONCERNED
= . MOTHOUT BFECIPIC AUTHOUTZATION PROM-THOT NAVAL CRIMINAL INVESTIGATIVE SeRvIcEFor opin USE ONLY - . ne ames

Prinjel on 26/FEB/2D46. 11.45 UNCLASSIFIED EXHIBIT ( /4
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLASff POLIO:

INVESTIGATIVE ACTION Oe OONL 4

COMTROL : LSAUGI A -MWEM-6001 «8¥MA/C

L/MCRD SAN DIRGO/CIVILIANDRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

(U/FOUO) RESULTS OF RECORDS CHECKS BOR (b)6), (PNAC) | CIVILIAN

LG) an O45epl4 and izSepl4, reterds checks were conducted for [b)6),_|
Punic civilian, im the following databases: Automated Regional Gull0{ hy’
EnLormation System (ARTIS), National Crime Infermation Genrer [NCIC},

National Law Enforcement Telecommuinications Syetem (NLETS), Defense Central

tndexof Investigatiena (DCI{), Consolidated Law Enforcement Operations

Genter (CLEOC), Joint Personnel Adjudication System (JFAS!, NCIS Knowledge

Network (K-NET), and the Departement cf Defensa Law Enforcement Information

Exchange (DDEX).

2. (U/FOUO} No pertinent information was found during the records checks.

REPORTED BY :(b)(6), (b)(7)(C) |Special Agent
OFFICE: RESIDENT AGENCY MIRAMAR

WARNING
TELE DoceHSer 2S THE PROFRATT oF THE AVAL CRIMINAL INVESTIGATIVE SRASTOR

QUNTENTS MARY BF DISCLOSED ONEY TO PRRESONRS WHS ORPACEAL DUTIES ROU IRE

Page 4 of 7 ACCESS HERE TD CONTENTS MAY SDT aE NISCLOSED 7D THE PARTY (S) CONCERNED

/ . NITHOOT SPSCIPIC ADTHERTHATICN FeG¥ THY NAVEL CR IMtAaaAL ENVESTIGATIVE SERVICS
FOR OFFICIAL USE-ONLY

printect on 2EPEB2018 "4 1:49 UNCLASSIFIED EXHIBIT (2)
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UNCLASSIFIED

UNCLAS / /FOUO

INVESTIGATIVE ACTION QSOCT14

CONTROL : LSAUG14 -MWMM-GO001-SYMA/C

MCRD SAN DISG®H
y

f
hL/MORD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 6

(U/FOUO) RESULTS OF RECORDS cHECKS FoR {)(), (O)(7)(C) | CIVILIAN

1. iy/Fouo) On 648epl4 and 12Sepl4, records checks were conducted ‘cor (b)(6), |
b)(6), civilian, im the following databases: Automated RegionalJust Tés
Rtormation System (ARJIS), National Crime Information Center (NCIC),

National Law Enforcement Telecommunications System (NLETS), Defense Central

Index of Investigations (DCII}, Consolidated Law Enforcement Operations

Cenber (CLHOC), Joint Personnel Adjudication System (7PAS}, NCIS Knowledge

Network (K-NET), and the Department of Defense Law Enforcement Information

Exchange (DDEX).

2. (U/FOUO) The NCIC and NLETS database checks revealed ()(®) (b)(7)(C)
2 

]

b)(6), (6)(7)(C)

WARNING
TELS SOCUMENT IS TEE FROPRRIY OF TRE MAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTENTS MASY BE ODISCLESSD ONLY To PERSONS NIRISE CerICIaAL DETIES REQUIRE
Page 1 of/2 ALCBED HERR TO CONTESTSMAY NOT HE OTSCLOsED TO THe PARTY(S! CONTRRNED

: oo WHTHONT SPRCIV TT AUTHORISATION FROM THE NAVAL CRIMENAL fNVRSTICATIVE

FOR OFFICJAL USE ONLY Te

Printed onfAB/FERROTG 11-46 UNCLASSIFIED EXHIBIT Sb
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: 15AUG14-MWMM-6001-S5¥YMA/C 08Octl4

3. (U/FOUO} The SDEX database check revealed [P)(6). (MC)
b)(6), (b)(7)(C)

4, {U/FOUO} No other pertinent information was found during the records

checks.

REPORTED By: (b)(), (&)7)(C) | Special agent
OFFICE: RESIDENT AGENCY MIRAMAR

WARNING
‘PRIS DOCUMENT IS THE PROPERTY Of TEN NAVAL CRIMINAL ZNVRETIGATIVE SERVICE

COMCENES WABY DE DISCLOSSO ONLY TO PERSONS WHOSE OFFICIAL CUTIES amgUrEs

Page 2 of ACCESS WERE TCO CONTENTY MAY NOT BE OLsCLG9ED TO THE BARTY(S) CONCERNED
NITHOUY SPECIVIC: AUTHORISATION PROM TRE NAVAL CRIWDMAL INVRSTIGATIVE GERVICK

FOR GFFICIAC USE ONLY a

Printed on JEFEBPOIB 11.46 UNCLASSIFIED
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ / FOUO

INVESTIGATIVE ACTION o9ocTia

CONTROL ; LSAUG) 4 -MAMM-O0 1] -5YMA/T

I/MCRD SAN DIEGO/@IVIIcEAN DRONE FOUND NEAR GATE 2 OF MORD BAN DIEGO

U/FOUG) RESULTS OF DOCUMENTATION OF LOCATION oF (PN(6), (b)()(C) RzSI DENCE tN
PHRERENCE TU MCRD SAN DLEGO

1. (U/POUO) On Lisepli4, gent. (RA) photographiceliv documented the

surroundin ea of the (6), DANG) ven idence located © Ab)G), (by(7)(C) |
DG), (OCF) TO gnhow its close proximity to Marine Corps Recruit Depot

(MCRD! San Dieac. As backarcand, [(b)(6), (b/)(7)(C) bork

civilians, stated theywere flying their quadcopter outside the} (DMC) |
residence when they lest control of the quadcopter and lost it-

2, (9/POUQ) The residence _ofhb6) (OO) | is located in the miditacy
housimea that is acraga[)6), )7)C) |frem Gate 2 of MCRD San Ditgo mear the
intereaction of Tuscalcosa Street and Guam Way. ‘Ths fence line of MCRD San

Diego can be seen from che {(O)(6),_ : yesidence. The section of the MCRD

San Diego's fence line that! Whe seen from the (2)©), OC) |residence has
heavy pager eon behiind it preventing one to se@ on the other side.

Enclosure (43 eeoted pertinent photograpns. inelosure [B)

containa a ch horeowraphe that were taken.

I

}

ENCLOSURE (3 |
(A) (U/FOUO) Four {4} ehotegraphs of the (OV), MOC] residence

and the MCRD San Diede Feriee Line /lléepi4

(#) (us/FOUO) One {1: @¢D Containing All the Phetoegraphs Taren at

che Residence/1loSepi4

REPORTED BY: [(b)(6), (b)(7)(C) | Special Agent

OFFICE; RESIDENT AGENCY MIRAMAR

THiS PGCOMENT 7G TRE PROPENTY OF THE SAVAS CRIMGRAL DIVEPTIGATIVS sakvice

COMESSIS MARY BE DTScloss) CNLY TD PERSO MEOTF OPPYCAAL OUTISE KaQuIRS

Page + av 4 ACUENS EEE TO CONTENTS MAY Kor Be DiSciéger ra Tee Panryigs conctexap
wrrnoyr SPECTPIC AGTRORTéaTION yeCH TeX PAYAL CROMEMAL SeVESTIGATIVE SeeVrce

FOR OFFICIAL. USE ONLY
Printed or/28/F E2016 1144 UNCLASSIFIED
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Pages 68 through 71 redacted for the following reasons:

(b)(6), (b)(7)(C): Pages (68) - (71), Enclosure (a)



U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS / / FOUO

INVESTIGATIVE ACTION OSOCT14

CONTROL; LBAUGI4-~MWMM-6001-S¥MA/C

T/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

(U/POUO) RESULTS OF INTERVIEW oF {)(), (b)(7)(C) | CIVILTAN

1. (U/FOUO) On 19Sep14, Reporting Agent (RA) interviewed (PME) (VC)
Civilian, in reference to his discovery of a drone_and battery aboard Marine.

Corps Recruit Depot (MCRD) San Diego on 14Aug14. {(b)(6), ig a landscaper
aboard MCRD San Diego for the Arc San Diego, whid non-profit —

erganization that provides services for adults with disabilities, which

includes ewployment opportunities...

2. {U/FOUO} stated he was cutting grass on the morning of 14Aug14

when he founc tery and a plane. He further s} round the. plane

wand battery in a grassy area with a lot of trees. reported the

plane looked like a helicopter with two or more propellers and it had white

and red stripes. He furthe rted the battery was black with cords

coming eut of it.

r repo

stated he did not touch anything because he was

afraid it would go he went to the gate which was nearby and toldct Ha)

the Provest Marshal's Office (PMO). He further stated he did not eee the
plane land because it was already on the grass when he got there. ((0)(6),

reported he did not know who put the planeon the grass at MCRD. b)(7)(C)
was unable to provide any other pertinent information.

REPORTED By: (()(6), (6)(7)(C) | Special Agent
OFFICE: RESIDENT AGENCY MIRAMAR

WARNING
THIS DOCUMANT 12 THR PROPERTY OF THR NAVAL CRIMINAL INVESTIGATIVE SARVICE

. CONTENTS mam BE PIKCLOSED ORLY “ra PERSONS WHOSE OFFICIAL DUYIES REQUIRE
Page 4 ACCESS HERE FT coMeReTs HAY Nor a6 RIACLOSER TO THE PARTY{S} CONCEED

ce HISHOUT SPECTEIC AUTHORIZATION PRON THH NAVAL CRIMINAL INVESEDCArrve SERVICE .
FOR OFFIZIAL USE ONLY a . | .

Printed of 26/FEB/2016 11:44 UNCLASSIFIED EXHIBIT (/©
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

TNCLAS/ /FOUO

REPORT OF INVESTIGATION iAcTiION) O4SEF14

SUSPICIOUS INCIDENT (IT} CONTROL: L5AUG)4 -MWMM-6001-5°MA

I/MCRD SAN DIEGO/CIVILIAN DRONE POUND NEAR GATE 2 OF MCRD SAN DIEGO

COMMAND /MCRD SAN DIEGO/34006

MADE AT/CBPW/PACIFIC CYBER OPERATIONS |b)(6), (b)(7)(C) REPRESENTATIVE

REFERENCE(8)

(A) NCTSRA MIRAMAR BOT (OPEN)(0) /1S5auG14

EXHIBIT{5}

{1} IA: EXAMINATTON OF OUAD-ROTOR COPTER (U//POUQ) /04SEP14

NARRATIVE

1. (U//FOUO) IAW lead tasking requested by reference (A), one quad~rotor

copter was examined. This device did not contain any installed componente

capable of data storage, exhibit (1) contains details.

2. (U//FOUO) Lead tasking is complete.

DISTRIBUTION ;

NeisHg:o022 (2ap - army fPG) |
INFO :CBPW/002G/002P/CHFU/MWEO/MWMM

WARNING
ZEISS DOCUMENT IS THE PROPERTY OF THE NAVAL CRIMINAL INVESTIGATIVE SARVICE

Fe COMERS MAY ae ooTséodtan oe ch peeeimt moss oFFicTan SUYrree reovIRe

Page 4 of ACCESS SERE TO CONTSWES MAY NOT 3E DISCLOSED TO THE Saxrrr (6) coNcEz¥eH

" RIFHOUT SPECIFIC AUYWORITATION #ROM THY NAVAL CRININAE INVESTEGALLVE SERVICE

FOR OFFICIAY USE ONLY

Printedon 26/FEBI2016 11:47 UNCLASSIFIED
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UNCLASSIFIED

US. NAVAL CRIMINAL INVESTIGATIVE SERVICE

UNCLAS/ /FOUG

REPORT OF TMVESTIGATION (ODEN) AS5Aa0Gl4

SUSPICIOUS INCIPENT (IT} CONTROL : LS 80014 ~MWMM 6 O01. - SMA

T/MCRD SAN DIEGO/CIVILIAN DRONE FOUND NEAR GATE 2 OF MCRD SAN DIEGO

COMMAND /MCED SAM DIEGG/34000

MADE AT/MWMM/RESIDENT AGENCY MERBMAR {P)(6), (EMC) SPECIAL AGENT

NARRATIVE

1. ‘his reactive investigation wag initiated as a foruwe protection nweasure

pursuant ta a suspicious incident occurring aboard Marine Corps Recruit

Depot (MCRD) San Diego. At this time, no criminal statutes apply. The

incident was reported via Guardian number [b)6), (YC)

2. On 14Augl4, NCISRA Miramar was notified by Acenr [b)(6), U.S. Marine

Corps Criminal Investigations Division (cID} MeRD sad? hVeyo, that at
approximately 0938 hours a civilian Groné and tts suspécted battery were

found in a grassy area near Gate 2 by a landscaper aboard MCRD San Diego,

Upen arrival at the seene, the drone was found to be a (Flame Wheel F450

DIL} drone with a Sony brand ¢amera and a transmitter attachedwith multiple

wires, Open source reporting indicated this model drone is commonly used for

aports photography. Found nearby the drone was an object wrapped in black

duck tape with wires protruding, which is suspected to be the drehate

battery. The drone was within approximately 50 te 100 yards from Gate 2 and

approximately 20 feet from the fence line. Information obtained from Agent

indicated the landscaper, stated he was cutting the

grass in the grassy area near Gate 2 when he noticed what he believed to be

a remote control plane and a batiery. Law enforcement was notified and

explosives trained dogs were utilized to determine if any explosive dangers

Were present. No explosive dangers were found. <A scene documentation was

fonducted, The drome and its suspected battery were seized as evidence and

subsequently given to NCIS Pacific Cyber Forensics for analysis. The

Multiple Threat Alerk Center (MTAC} was notified and a MTAC Watch

notification was disseminated.

3, On 14Augl4a, Cal . USMe, Chieft-of -Stafif, MCRD San Diego, CA,

was apprised af the initiation of this investigation. This case is pending

receipt of the forensic analysis and further investigative endeavors. MWFO

wili- provide updates as they aré available.

PARTTCT PANTS

SPECIAL AGENT, NCISRA Miramar

ACTION

BR.CBPW: Please a@nalyse Ehe camera and other electranic

media that may be foundon the drone to detexmine what data

eMists {1.e. videos, pttatos, etc.) and it's locations prior

to being found aboard MCRD, Please provide the models and

serial numbers for the cemponents on the drome to assist in

THES POCUMENT ES THY PROPERTY OF “CAE NAVAL CRIMINAL: INVESTIGATIVE SERVICE

COMPENTS MABRY SE OFSCLOSED ONLY To PERSUORE anOST orrician OUST#o regQurEe

Page 1 of yy ACCES HERE FO CONTENTS HAY WOT BE BISEROSSD TO THE BARTS) CONCERWEN
WITHOUT SPECIFIC ADTHOALELTIOMN FRO THR NAVAL CRIMINAL INVEETIGATIVE SkAVicT

FOR OFFIAIAL USE ONLY fs
Printed oh 25/FEB/2016 11:48 UNCLASSIFIED
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UNCLASSIFIED

U.S. NAVAL CRIMINAL INVESTIGATIVE SERVICE

CONTROL: ISAUG1I4-MWMM-6001-SYMA 1SAucl4

determining the owner, Please contact ga [5)O), (b)(7)(C) | at
}b)(6), (b)(7)(C) |with any questions or updates as information

is gathered.

OISTRIBUTION

NCISHG: f22

ACTION: CBPW (5)

INFO <MWMM/MWPO/OO2P/CRPW (fh) /CBFO

THES SOCUMENT fo THE PUFERIY OF Tes Bata CAPMIMAL INVESITCRIIPS SARVICE

CONTENTS MARY AG DISCLOSE? ONLY TA FERSCHS WROER OFFICIAL DUTIES RFOGOTRE

ACCESS HERE TO CONTENTS WAY NOT SE DISCLOSED TO TRE PARTY(5) CONCERNED

Page 2 9 a RITEODT SPRCTFIC AUTHORIZATION PROM THE 4S CRIMINAL INVESTIGATIVE SERVICE
FOR OFFICAL USE ONLY |

Printed oy26/FEB/2016 11:48 UNCLASSIFIED

000075




