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UNITED STATES DISTRICT COURT ’

FOR THE DISTRICT OF COLUMBIA ./- 44." .

CITIZENS AGAINST UNIDENTIFIED

FLYING OBJECTS SECRECY,

’

; Plaintiff,

Vv. Civil Action No.

80~1562

NATIONAL SECURITY AGENCY,-

Defendant.

State of Maryland

IN CAMERA

AFFIDAVIT OF EUGENE F. YEATES

County of Anne Arundel- )

) ss:
) -

Eugene F. Yeates, being duly sworn, deposes and says:

1. (U) I am the Chief, Office of Policy, of the National

Security Agency (NSA). As Chief, Office of Policy, I an

responsible for processing all initial requests made pursuant

to the Freedom of Information Act (FOIA) for NSA recoraés. The

statements herein are based upon personal knowledge, upon my

personal review of information available to me in my official

Capacity, and upon conclusions reached in accordance therewith.

2. (U) This affidavit supplements my unclassified affidavit,

executed on September 30, 1980 regarding all documents which have }

been located by NSA pursuant to plaintifé's FOIA request but ‘

which have been withheld wholly or in part by NSA. I submit

this affidavit in camera for the purposeof stating facts, which

cannot be publicly disclosed, that are the basis for exempting

the records from release to the plaintiff.

3. O) At the beginning of each paragraph of this

affidavit, the letteror letters within parentheses designate(s)

the degree of sensitivity of information the paragraph contains.
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The letters "U", "C", "S" and "TS" indicate respectively that.

the information is unclassified or is classified CONFIDENTIAL,

SECRET or TOP SECRET. The symbols "(SC)" and "(sc)" stand for

"SECRET CODEWORD" and "TOP SECRET CODEWORD", - respectively.

"CODEWORD" refers to one of the distinctive five-letter words

used to identify the source of the information as communications

intelligence (COMINT), to distinguish between COMINT categories

and sub-categories, and to facilitate the application of regula-

tions for the dissemination and use of COMINT. [the codeword

"UMBRA" appearing in conjunction with the TOP SECRET classifica-

tion at the top and bottom of each page of this affidavit, is

the codeword applicable to Category III (the highest category)

ComINT. | Documents revealing sensitive details about the pro-

duction of COMINT must bear the classification and codeword |

appropriate to the highest category or sub-category of COMINT

to which they relate, even though they may not contain COMINT

as such. (The symbol "CCO", which stands for the caveat "HANDLE

VIA COMINT CHANNELS ONLY”, is used to designate information

related to COMINT or COMINT activities, which, although it does

not require codeword protection, must be kept within COMINT

channels, i.e., disclosed only to persons eligible to

receive COMINT itsel£. |

THE RELEVANT DOCUMENTS

4. As processing the plaintiff's FOIA request, a
total of two hundred and thirty-nine documents were located

in NSA files. Seventy-nine of these documents originated with

other gaqyernment agencies and have been referred by NSA to

those agencies for their direct response to the plaintifz.

One document, which I addressed in paragraph 20c of my public

affidavit, was erroneously treated as part of the subject matter

of plaintiff's FOIA request. It is an account by a person
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exempt pursuant to 5 U.S.C. §552(b)(3). .

assigned to NSA of his attendance at a UFO symposium and it

cannot fairly be said to be a record of the kind sought by the

plaintiff. Another document, discussed in paragraph 20d of my

public affidavit, was recently declassified and released to’

plaintiff. Two additional non-COMINT records have been

released to the plaintiff with the exempted material deleted.

The deletions in these documents are explained below:

a. A document entitled UFO Hypothesis and Survival

Questions was released to’ the plaintiff with the deletion on

page seven of the name of the employee who prepared the draft

and a deletion of a reference to his NSA component. As I

explained in paragraph 20, sub-paragraph a, of my open

affidavit, information about NSA's organization or employees

is protected from disclosure by Public Law 86-36 and, therefore,

b. The second non-COMINT document is a three page

undated, unofficial draft of a monograph with a four page

appendix by the same agency employee who authored the draft

referenced in sub-paragraph a, above. This document was

discussed in paragraph 20b of my public affidavit. It is

entitled uFO's fand the Intelligence Community Blind Spot to

Surprise or Deceptive Data. | In this document, the author

discusses what he considers to be a serious shortcoming in the

Agency's COMINT interception and reporting procedures -~{the

inability to respond correctly to surprising information or

deliberately deceptive data. | He uses the UFO phenomena to

illustrate his belief that{the inability of the U.S. intelli-

gence community to process this type of unusual data adversely

affects U.S. intelligence gathering capabilities. ] Deletions '

in this document were made as follows:
f

(1) All of the title after UFO, which addresses

the perceived shortcoming, and all of paragraph one, which

discusses (the employee's perception of the negative implications]

ok mw 3% 4m
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of the handling of UFO phenomena as it demonstrates what he

believes is the [less than optimum ability of the intelligence

community to process and evaluate highly unusual dataz] a: I

stated in my public affidavit (paragraph 20b), the type of

candor that is reflected in this record must be encouraged

especially in an intelligence Agency where the most meaningful
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suggestions regarding ways to promote the efficiency of the

; critical Agency mission will of necessity come from within.

Public disclosure of such information, especially when it

advances a novel theory, could have the effect of stifling such

candor by the risk of diminution of professional standing the

employee runs if subsequently found wrong. Thus, this matter

was deleted pursuant to 5 U.S.C. §552(b)(5).

(2) Paragraph three of this document uses a signals

| intelligence operation against | (ieee to illustrate

} the author's point. ‘This paragraph contains information about

i SIGINT activities that is currently and properly classified and,

i thus, is exempt from disclosure pursuant to 5 U.S.C. §552(b)(1).

; The material in this paragraph also concerns the organization

{i and operational activities and functions of NSA (directed against]

;F—SY This material is exempt from disclosure under

5 U.S.C. §552(b)(3) which exempts from release under the FOIA

—
—
—

matters specifically exempted from disclosure by another statute.

' As noted in paragraph 20, sub-paragraph b of my public affidavit,

Public Law 86-36 provides that no law shall be construed to

require disclosure of the organization or any function of the

NSA or any information with respect to activities thereof.

(3) Paragraph four of the memorandum states the

, conclusions and recommendations of the author. While it talks

of the ability of the Agency employees to deal with unusual
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phenomena it is not responsive to the plaintiff's request
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regarding UFO or UFO phenomena.In any event, aS I stated in

my public affidavit (paragraph 20b), the subject matter of

that paragraph is exempt from disclosure because it contains the
: t

1 employee's specific recommendations for addressing the problem of
i
responding to surprise material. ‘For the reasons stated in

disclosure pursuant to 5 U.S.C. §552(b)(5). One specific recom-

mendation suggests an operational approach to solving the proolem

, which reveals NSA activities and is, therefore, exempt from

disclosure pursuant to 5 U.S.C. §552(b)(3) as explained above.

(4) The final deletion is in appendix A, paragraph 10
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of this report. This section talks [about deceptive communications

?- tactics used by] the Vietnamese against U.S. forces and does not

include any reference to UFO or UFO phenomena and is, therefore,

not responsive to plaintiff's request. Nonetheless the subject

matter of sub-paragraph 10 is currently and properly classified.

Thus, even if it were deemed to be within the scope of plaintiff's

request, it is exempt from disclosure pursuant to 5 U.S.C. §552

(b) (2). |

COMINT REPORTS

5. ser me remaining one hundred and fifty-six records

being withheld are communications intelligence (COMINT) reports

: which were produced between 1958 and 1979. For Purposes of my

discussion here, these records are Organized into three groups

based upon the source of the report.

a. One hundred and fifteen of these reports were

produced by (the signals intelligence organizations |

: [These COMINT reports are provided to NS) Re

.

‘

I
‘

’
- 

2 7gre: ARTE CoM

RT TE ey pee Fo REE Tn aaa a i1 ae Os ot a i VOM RS STE, FET TEM, Ue SsFF pel RE kia kaaoa . * “ e we. se oe et eee se ewe . “4@ oe _ » oP es me eo oe . . . .

sub-paragraph (1) above, these recommendations are exempt from soe
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(1) Two of the records at issue here were orcduced

United States has ex treme ] y gaia aan En Reena,
- oo [The report From temas

(aay | 2: provided to NSA MiptienednepaniannastilGnesteemanaa a
4

(2) One hundred and thirteen reports were provided

b. Two of these COMINT reports originated from

: se ~s “ ee te ae ra eft tet ge sees
aa .) 7 » .. oN oat tee ek 8 ag Ve cee on

iy Cn 7 es ee ee ee -iI ye ry Cor? wid Se
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in exchange for the sharing of technology and COMINT information.

c.. The remaining, thirty-nine COMINT documents were
. ’

produced by NSA or relate to NSA SIGINT operations. That is,

these reports originated-at NSA itself or in field sites under

the operational and technical control of NSA.

6. (U) All of the COMINT reports are in either message or

summary format. A report in message format contains a single

underlying communication presented in a classic cable format,

i.e., the verbatim text of the particular transmission, preceded

and followed by “externals” consisting of: data about the sender

and the recipient; the dates and times of transmission; and

other technical information. A summary,aS the label suggests,

provides in summary form the contents of a single message or

ofa small number of related intercepted communications, often

accompanied by some technical data.

7. ee one hundred and fifty-four of the one hundred

and fifty-six COMINT reports are based wholly upon intercepted

communications of foreign governments transmitted on non-public

"government net" communications links or systems. (oe the two

reports not included in this total, one report is the text of a]

[—ar communication transmitted by an international;

communications common carrier. (Z have described the distinction
: ster ; . : ;

between thes two,(kinds of communications facilities in my public

affidavit at paragraph 10. he other record which is not based

on intercepted communications: from]|"government net? [facilities,
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Jis a description of an incident purported to have been learned

«<

rnY

8. gem. COMINT reports originated by zea

} 
’

(communicatiohs. | SC , . ;

| Ss 2 be further described in terms of

sources and intelligence targets as follows: |
“

7 oa. qbemmniinstinggs 6000 Reports Which:

Target Communications Transmitted on Qe (on:

munications Facilities. One I ce port, in summary

format, was produced ‘b 7 a

MPMRRE: on the intercepted communications between two |
seep i cccaces 0and a ground controller inl ge
(4972. report a “phenomena”

in the sky north of] RR aa nana are
summaries of RET (messages intercepted fron] is

ommunications. The messages.were transmitted from]

STET—zadar operators to a central control Station. In these |
MMM nessages, the Mii loperators report everything that

appears on their radar screens. When they cannot identify a

particular object, they report it as an unidentifiable object.

In translating these messages, the U.S. cryptolinguist uses

“unidentified flying object" as the equivalent ‘of che] genes

[eext |

>. QMContuT Reports Which Target theJ

{One hundred and nine documents in summary format report
. - sur

on intercepted communications betveen ST - oa

Operators and a central control point. These summaries are

Similar to the reports described in sub-paragraph a above and, |

SRE con nunications System of / enna
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fagain, contain ggiiliiagias [in cormation pertaining to the rBaar
STET. Arlhienw

* OO—Oeeee °
operator's report of objects Gn his radar screen’ which he

cannot identi ty. /

oc. eee (-0:187 Report Which Targets]
i

peppy <0 ications. ‘This document is a

summary of intercepted messages preparedin 1976 which report |

STET . . ; . S7rer .
! radar tracking information from a/ MBB [car station to a

central control point. It is similar to the reports described

i in sub-paragraphs (a) and (b) above. ]

c. SIN comit Report which Targets]

: [gummi communications. This summary was prepared
H oe

summary of intercepted communications which were transmitted

| SUED (<onmancer regarding a. yellow object that

was reported to have fallen into the sea. These messages
am *,

i were transmitted along al government net}[facility.]
Tene ~~

[e- Two COMINT Reports Were the Product of i

: (SIGIne Operations and Targeted thedgpimmpmmeml communications

of . ; (the -two reports were

| produced from d[tieig [site which is MM operated by the

U.S. ond | a C::- reports

were.prepared in 1966 and contain summaries of the communica~

tions transmitted b eee. 2c:: operators as discussed in

sub-paragraph b, above. One of the two reports is a follow-up

report to the other. The relevant activity reported deals

with the tracking of an object approximately 50 nautical

: Miles northeast of games| y the Meee
-

| Facility. As with the messages described above, these COMINT

reports are summaries of the| Mia sessages./
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9. a NSA-originated renorts - Thirty-eight documents
-S§ and one documentoe

)

are the direct voroduct of NSA SIGINT speratio

Gescribes classified SIGINT activities. These documents can be

further described as follows

a. The document describing SIGINT operations reports

[an alleged intercept 0 f | AERIS onmun ications. The

factual circumstances of the incident reported in this record
x“

. i as eee Ts,
were received by NSA from‘an FOIA reguester other than the!

DAT

plaintiff and are considered to be fictitious by NSA analysts.

b. One record is a 1973 report which summarizes

fret

(ene pagans £2: of ARR nessa50 transmitted |

(sron 0g <avmatee

: }It makes reference to a purported UFO sighting im,
\

10
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Ce Twelve NSA-originated COMINT reports target

i the communications links and systems o£ Amanat,

i Two documents, in summary format, report the ions

MERA commen ications. Two of the records arere infhhessagey
i

| format and report the communica-

tions which relate that an unidentified flying object ‘was

I sighted in the air by a Sey : -. One report

contains a summary of GID activity based upon communica-

: tions in reaction to an unidentified flying object along the

aenee Two documents report on communications

Bn report visual observations of luminous spheres. One

report is a Summary Of a transmission between GU

Finally,

four documents in this group of twelve were intercepted from

other QUIRES communications targets. One document is based

: On the intercepted transmission-of a is,

reporting a bright light. The second record is based on the

intercept of a transmission of an eee --

a eee station seeking a report on any Shining phenomena or

: falling meteorites observed on specified dates. The third and

fourth reports are a summaries of on-going debates on UFOs among

; guemags »-:-: on intercepted communications transmitted

. on Ss nets.

d. Five of the NSA-originated COMINT reports

patie net icommunications@@QQ All five of these

documents are based on intercepted QQRMMMBR communications

tions of luminous objects in the sky.
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@e. Four NSA-originated COMINT reports target

ti QD communications links or systems. Three reports are in
i 

,
summary format and are based on an intercepted message‘trans-;

‘ mitted

. veporting an unidentified flying ebject at a very high altitude;

‘ an intercepted message transmitted Erom pipe,

sR, « eporting that an unidentified flying object with two

lights:had passed over et. an intercepted
voiced message transmitted to fis facility by a

auntie v0 ‘reported an unidentified flying

ebject. The fourth report is based upon a message between gy

WMEonits regarding a UFO sighting.
!

f. -Sixteen NSA-originated COMINT reports target
‘st : “sa . . ane : . a

the Egovernment net'y, communications:.systems and LinksZof

‘several different countries.. This group contains summaries

of intercepted transmissions between (Renee.

| 2s reports based on coimnmunica—

: tions of gang and an unidentified sender reporting

sightings of a UFO), ieee (10 reports based

' on communications > ae reporting unidentified

| flying objects), AQSMMMMMB(a report based on a message from a

eee > an unidentified receiver in a

C | reporting a sighting of unidentified flying objects),

| MMB(2 report from an eee: the
ee:0 QUMMED «eporting an object that appeared

to be a rocket over ‘(a report based on

i communications between tvo MP, and

: an unidentified MABE sition in which SOMME ¢ epor ted
Py) t

Sightings of bright or light spots), a (a report based j
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i

' on a transmission from ag@@Bunit to <r,

reporting a sighting of an unidentified flying object), Qaim

(a report based on a message £rom QF to an an unidentified

recipient which provided instructions for reporting the sighting

of flying objects), and aii (a report based upon a trans-

mission between Si? reporting that sone eq

saw a ball of light about the size of an orange moving overhead).

One document in: summary format is the product of an intercepted

ms transmission reporting the sighting of an elongated
ball of fire. One document in message format reports the text

of a iP ressage sent by the Qe,

unidentified flying object. One document in summary format

reports thea :e< of egw

which ‘was transmitted along a “government nety facility.
ae

rt ‘teports, among other items, an increase in UFO activity.
.

The last three documents in this group report on intercepted

contains information derived from intercepted transmissions

; sTveT

reporting the tracking of unidentified aircraft by 7 radar/

operators.

EXEMPTION OF THE COMINT REPORTS
\

10. eee imary and often overriding consideration

regarding the classification of COMINT reports is that the need

to protect communications intelligence sources and methods is

greater than the need to protect sensitive contents of the

underlying intercepted messages. Nevertheless, no portion of

the contents of COMINT reports may be disclosed, where, as here,

revealing the information would have the effect of identifying

13
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for the target communicators the specific communications that had

been intercepted and exploited. One hundred and fifty-four of

the COMINT reports being withheld are the product of intercept
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operations directed against..foreign government controlled’.
oh

communications systems within their territorial boundaries.
a. -(Revealing: the contents of these reports would disclose the

Faia mm

capability of NSA to target these] fovernment: controlled {com-
. * ox

munication systems. Even where the underlying communica- |

V

Rov Rikeaoe-STEthe’ commun ice tions

had been intercepted -for processing by NSA. Moreover, the

disclosure of these reports would reveal much more than the

identity of the targeted communications systems.. It would

reveal as wel] (ii sii termesunsmieeem

_ ll. (1gs0e0T The communications sources involved in

this: ease -- which are specified or implicitly identified in

the COMINT reports being withheld by NSA --[are. the source:.o£f:

extremely valuable. communications: intelligence covering a broad

: range of kinds of information con ane and other Sia

| (activities (0 Eon EM Gat ters.) .

, (Release o£ these documents would seriously damage the ability of

the United States to gather this vital-intelligence information

‘for the following reasons:

a) Disclosure of the report discussed in paragraph 9b

would in £0 i, |i ea: their

communications by}international common carriedffacilities]

acon: be intercepted and selected
‘ out by NSA, and, even more importantly, that cho aR

i 24
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more, revealing the NSA intercept operation against \the® interna-
d

—y

2tional common access carrier routef{which yieldedthad
[message could cause the United States to lose access

i

:

|

\

:
d

:

,

i
i)

-°

to the communications offesher foreign governments who use that

Sane communications route,9?

|

|
$

| ((b) The disclosure of reports, such as | gga

|

«

I Weuegepeias ne at issue here, based on messages transmitted ]via
mm¥

international common access carrier facilitie? would also reveal

' this Agency's capacity/to select from such intercepted communi-

cations those messages having potential intelligence value. Qj

(ss

(c) As I have stated in my open affidavit, when alerted }

to the extent of NSA's capability, and if given information fron



(cargetingfinternational common carrier links

t
h

used, oreign intcliigence services would be abie to evace or

defeat portions of NSA's ty
 3resent foreign intelligence efforts

°

wt.

could ve expected to use different routes of communication or

(The costs involved would be substantial but not prohibi-

tive; the technology required is now available.

12. The disclosure of other records at issue here, would

result in the loss of the intelligence information igathered
ad

from the interception of the government net communications

systems. *: The value of the intelligence data collected from

these sources is obvious.

(a) |} For example, analysis of data collected from

_ # -

the intercept Of A RPRGS (communications /xggmmime’o £ a

foreign government-+

(paragraphs 8a, b, c, e and 9f) " communications (caragraph

9c), or transmissions betwee paragraphs
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| QM onsmissions, analysts are able to obtain data to?

8d and 9d, e, £) -- immeasurably aids U.S. analysts’ studies of

See
[analysts are able to feport

on the MMM capabilities of foreign Reagan

generally. This information enables planners in turn to assess

the capability ES

|transmitted] iQ /Sonnunications |is useful in evaluating
. the performance capabilities o£ ) aS eeeemmamarna,

ampuiins [By monitor ing-tho\@@M (activity and aaa :
QIU [ec ansnissions and ‘Felating it to geographic areas, the
U.S. analyst ca:

cations provide critical technical information, such as data/

[which is vital to

the development of U.S. countermeasures. roreisn | qa

| QRMMBR (conmun ications”are among the):

|:
{

{
1

i

1

| {sources of intelligence information regarding their nation's»

i

‘
i

|
{
i)

1

}

—_

(intentions, in both the short and long terms. Moreover, the]
_— .

4 government net systemg(aescribed here continue to yield valuable

intelligence data -- including the CPOE «0000005 c2-
f

tion systems discussed in paragraph °¢ |: pment,

-

: [t2) Also, the data collected from intercept ifperations’
~~» an

(esa ins CMB overnment net system} (déseribed in paragraph
1 tee

i age

Sc) provides invaluable information to our policymakers.
i

From these sources U.S. analysts, are ‘able to compile reports on '

_ significantjagagmemay[activ ty 7 qdllllliinenenameeeemensenmaaey
ar. dagen fevents. Also, by monitoring these amis
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13. goer The need to protect against any identification

of the targets of intercept operations is equaled by the need

to protect against revealing the identity of the P|

sources

could have extremely adverse repercussions

- | | a [the nost serious /
| would be a |

‘significant loss of

Fur thermore,

disclosures which would tend to identif

(for COMINT
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CLASSIFICATION OF THE WITHHELD COMINT REPORTS

14, LS seOPr As I have indicated in paragraph 17 of my open

affidavit, I have determined that the one hundred and fifty-six

| Ammen, «2:02 s relating to COMINT

activities at issue here are based on intercepted communications

o£ foreign governments or SIGINT operations and, thus, remain

properly classified. In conducting this review I have weighed

the significant need for openness in government against the

Likelihood of damage to our national security at this time and

have determined that each record should continue to be classified. }

No meaningful portion can he segregated from the records without

revealing classified information about the intercepted communi-

cations underlying the COMINT reports. Because each record and

each portion thereof is properly classified under Executive

Order 12065, it is exempt from disclosure pursuant to 5 U.S.C.

§552(b)(1).

15. { the interception, Processing and exploiting

of foreign communications sent oninternational common carrier
oS

facilitig or by government net channels are within the COMINT

.mission of NSA. So, too, is the carrying out o eggs

. functions and activities of NSA are particular types of matters

that may be withheld under 5 U.S.C. §552(b)(3),. since Section 6
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of Public Law 86-36 permits the Agency to refuse to release then.

In this case, the COMINT reports reflecting those functions and

activities must be withheld to avoid compromising the “efficacy

of the sources of COMINT information involved. .

16. (gg tn cormation about the interception, pro-

cessing and exploitation of the foreign communications under-

lying the records being withheld by NSA is classified information

concerning communications intelligence activities of the

United States SjssiAR Ip eniees the

unauthorized disclosure of which is prohibited by 18 U.S.c.

§798, paragraphs (a){3) and (a) (4). This information because

it is prohibited from disclosure by statute, is exempt from

release under the FOIA pursuant to 5 U.S.C. §552(b) (3).

17. (U) As stated in my public affidavit, the information

that would be disclosed by these records is information about

: intelligence sources and methods protected from unauthorized

disclosure under 50 U.S.C. §403(d)(3). The reports are therefore

exempt from release under Exemption 3 of the FOIA. 5 U.S.C.

' §552(b) (3).

18. (U) In view of the foregoing, and in order to

' protect existing sensitive and important foreign intelligence

' sources and processing techniques vital to the national

security, I certify that disclosure of past and present foreign

intelligence communications activities of NSA revealed in the

records the plaintiff seeks would endanger highly valuable

- Sources of foreign intelligence.

19. (U) Finally, I respectfully request that the

Court treat this affidavit in the same secure manner as it

-has been handled in submission to the Court, and to return

it to appropriate personnel of the Department of Justice

as soon as possible after review by the Court. The Department

20

w
e
n
 
o
e
 
e
e
e
 
o
m
e
 
a
e
 
e
e

 
e
e

 
e
a
e
 
e
r
e
 
O
m
e

i
e
e
 
e
e

 
e
e



é

cs
%
o

S
o
n
e

ee
 
Ta

l 
V
O

Pr
e 
e
e

e
d

a

c
m
 
m
m
 
m
e
e
e
 
e
e

 
m
e
r
e
 
w
e
e
 
|

of Justice will retain custody of this document under the

Court’s seal, subject to any further orders of this Court

i

or any other’ court of competent jurisdiction.

nus groteUaaten
EUGESE F.

Chief, Oktice a Policy
“Subs¢r ibed and sworn to before me this
'Yi4e Gay of October 1980.

oe LeadL Bucsetl-‘Ss NOTARYLiball. “oy ‘

, oo. Lr Sf

My ‘commission expires on (aa /, SG, PA . .
UG o
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